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AY-2ABASE AT DE(Tilly) E3F 7149 F8400 s Fjdol gt
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A1 OIF A SOIA 7189 a4 FAT] A e A WA Al
o FYoIsin o 7] AL BB EUE U BEO| LE A4S WA
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24) E212HHI=(2016), p. 145.
25) Chin(2019), pp. 767-768.

26) Krepinevich(2023), p. 86.

27) HE(2007), p. 47.
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o] W, mle) A Zoleka BAsH Asiet I, o] AEHS Aol A
el 84w A4 FA 2EA Wspl gt FYE A€ HE(Stephen
Biddle)e We BA7k50] 93 7ut A, 284 nAd, AFAL, YEYD B4
Som A4 PO 2EA Web} grky FYoL A Setolt AP Bl
AR} 272X ek BAg Saselt Aol Be AR gt 53R

28) EE(2007), p. 866.

29) Schmidt(2023.02.28.), “Innovation Power; Why Technology Will Define the Future of Geopolitics”, Forejgn
Affairs. https://www.foreignaffairs.com/united-states/eric-schmidt-innovation—-power-technology-
geopolitics?check_logged_in=1 (ZA4Y: 2024.10.24.)
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30) Biddle(2023), “Back in the Trenches: Why New Technology Hasn't Revolutionized Warfare in Ukraine”, Foreign
Affairs, September/October 2023. https://www.foreignaffairs.com/ukraine/back-trenches-technology-
warfare (ZAMQ: 2024.10.24.)

31) Horowitz(2024), “Battles of Precise Mass: Technology Is Remaking War—and America Must Adapt”, Foreign
Affairs, November/December 2024. https://www.foreignaffairs.com/world/battles—precise-mass—technology
—war—horowitz?utm_medium=newsletters&utm_source=fatoday&utm_campaign=The%20New%20Battle%
20for%20the%20Middle%20East&utm_content=20241023&utm_term=EDZZZ003ZX (ZFA: 2024.10.23.)

32) Kerry Chavez & Ori Swed (2023), p.603.

33) Bud and Gummett(1999).
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771302 o]#E QI 1960W Y o]F BE R&D HolojA] IHH AL FojEQ]
ok AFE Ve die didHIE AR A2 25 WXt HHFE AR o]
A=) Act34 1(Koh)= HzlHAo]l A/ g nX= JFE =A% v ok A2xt
AA ] oA z] /g g7 AejEdlz|o] gAdo] A 7]ost AAHE, =
oto] HAYo] 7l =9t AF B JFE v Aol Fxsta AHA, =
ofo] Aol R&D AHY #iE, w|gf R&DO "l FFE EHot3TE3S ojgdx AR
2 71&€841E S| 6h TAHEOFO A S 7]&o] WMo R o] HEHA

7|l 715t sto] ek AlgollA QIEHlof o277 ML Y FAle
Tl gl WgHAEgo] YAEE 22 7|AQ 7edH 7|5
ol# gt MM 71&T 4] LT HoA F7He] Ao FE5h= AFEE Ut
Z(Chin)& AA-71%9] 8to] oJBA AIAE WS 7]=A o FEotaL 25d HA-
Z7NAIE 71€9] Sl B451tE 19459 24 o]F ul=ty} =] AlElE
SHOE 7|&o] oA HA-I7FHAE HIATE H A w2 dTetHEA
£ A% 7P S Aol 54 93 ol 159 A=A mE|Qlo
o] 7M} T8 a4flon & =7t BE = 7|&S E-8oto] Bt AA W
235104 319ich37) H(Chin}e 234 o]% 1 o

o] ol HA $YS WAL, Flo] YRS MHEAE B olF F 9
Jasl410] Aol T8 BT, el OB o o] sk -7
A BEE MS RS 1A o+ o AGOcNeil, 19834 AT £ 1947

A& HojEo :1310} 5;7‘7]’4 Al ]%-‘O: ‘ ]—?—] 714(command

olE% 7l& ¥ao] AR HeE F53|e ShAT i

3 o8 Ao et
A 7ML A Ao ot 1 olBol WlE s A 7149

34) Edwards(1996), p. 282.

35) Koh(2007), p. 129.

36) Bergengruen(2024.02.08.), “How Tech Giants Turned Ukraine Into an Al War Lab,” 7/ME, 2024.02.08. https:
//time.com/6691662/ai-ukraine-war—palantir/ (ZA12): 2024.10.03.)

37) Chin(2019), p. 766.

38) Chin(2019), pp. 767-768.
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A2 Ao gFaA ] ot 3ol HAojA EEo] AAYFL] vgkE £XIgh vt
9} o] 7]wo] AA FAe HIE zHck= AL V&9 FB(technological
push)’ - 2L 7]&o] BAslHA o] ojdA I83t 7|&E 7 & 0|83t 21X

£ HASIEE 3= A-olgal & 4 Atk Jog FA $£a7) 714 TAAY =
Qe o] AASH ARt 7131E o8& 4= UH ol o] RESto] BAgt
71&S A oE Zogl k= oA “71&F ¥WA(technological pull)’e] 210
9t} 39)

S RA T X QFTTR)- /ol (EE)e] TIHA@RER), E3t 7]&o] &
St AR /o] wisler AR Hart FE5te 718419 474]E 70}—7150} v} QI
A FAFpols 2,04 o' F7= of" AAY

2 98l ol® B w5 AW T BN FEHS Xd%*ﬂr EEECR:
33t Hoke BEY 4 9lom Fr|9t Ay Aelo] BAS WaHs| vl 4 Ucky 3
28510140 ofis @ 710] Wl FUSUH W FYE YRl Wi

Pl B vlol 5o AP el kol 4 el e} 2o
Flasalolets AEse HMAUSE ol HolFn gtk Sasel} dge
EE, 9 5 A87140] WA Fa% SR SASHEA A wevt oy
BEANE HARYT, QRS 7149 EA% 1 9F 5 AR vl gt ko2
FA43) SR Ut LA} FAL ABASAD F 27t Aol 28D
% 9 AR Sl FolQlA, JelT ofEjdt Ag7l&o] A4 oW FFe v
T, ojud M2 PASol Aol Helsta A Aol ojwdt FFL vHLA
5 24 el et Aol njehe Aeks o Fa% ¥t H1 Uk, el

U AL ojeist /&84S st she BeoRAe] AAoleis Sug Holfn

39) Krepinevich(2023), p. 404.
40) XHQZ- 2UAR0](2021), pp. 19~20.
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71&e A0 ojnlS v glom, HAL HAS FHUFFo A 1&g v 9

ThAD Sasollt AL Hb|&u FAE0] AAS s HolFuA uE A
Ao] % Hekr|49) Qhusiel olo] WE A& LR Ak $EEAC o
5 g Al 2494, 234 He)e TR Ad) AL TS ZUES A

ok 7legAlo] Y P oAGA BB J=A, TP AT} LA QFE
A R=0] o2A 7leg4lZ 7IESIek Ao eI 2 Hilk= 30|
U AL FA4o7 7|edAlo] vHLE= AA(technological push), Z18]al “ZAJo]

HHL= 7] A 8Htechnological pull) olgk= SHoA 7|&3} HAY] 445282 &
Attt A1871&9] ARSIl AAFAe] WSt HAYo] ol 7legAlolgls A4S
220 2= B Qo] A ZEFolct,

A57]%0] 9astol} WA HA| P oA MIAI YA, 17

9 =etolut HAo] ofgA] Talr|&e] Qb Mebd SUo] PR MXEA|, T

2 71284l tat 24 AUa AR 7|$84A oK ek £25A 5 V1%
Ocﬂ)'z'i

AHolol ojwat Y WAEA 5 7143 A4 4T AF BAS LAzt AAY
AE B BARI AR, SR 5 BASHE WA 71450 Aol s
L Aol wE RolET Qb BEoe Al F/HEe eazol} WL B
HolX T Qi e AR Hesl] st WY 71S5S SAFTA S T1asal
Aepe PASRLL e, 3 $F 1SS FUOE V1SAIYN 4 FYL 7
Zohe S, AR T AR gel: Bw)e S22 BASL 71488S 3
ok 5 7140 Qhustel A9ake] ThsAe] AXET Stk A7k o]d% AF
716 S0l S YY) ST ohfoh kot DA L 22E
o] sl ZASE AT ol A $2Y FA 43}, FHH0E Pl B
8 AAE BT 2 Ao Bl A Aol S A A e

=
B HIAL o3 £3 5 R3] BE ATRIA, A24R 52 Eiw 93

41) McGee-Abe, Jason(2023.02.24.), “One year on: 10 technologies used in the war in Ukraine”, 7echinformed.
https://techinformed.com/one-year-on-10-technologies—used-in-the-war-in-ukraine/ (ZA4: 2023.04.30.)
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H1E =HE AlH(Post-Conventional Era) T2t 7|=: &XtHH
SRAH|=C| MME MET|E0| T
H2E H 9o MR - HEQR MY CXE-22| 37te| SiZnt ok

oL

3™ £ W MZE - QIXH(Cognitive Warfare): M=} LIE|E
M, 2|1 @ E(War Tok)

4™ M HHuy MZE - 291 7|z E2 MH(Drone War)
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H2Z 7|&2 MMS oA BSIA|F =7} (Technological Push)

o RE= EIME AICH(Post-Conventional Era) Zi%v} 7)=:
X[, S2PAHXL| TYEa} 4=olzo| Didt

“2Zefojifo ] [ ]} HEIEIAEE AHR1Z YopEH 7 = & AA9)
Fere 17 Ao
‘If the future of warfare is being beta tested on the ground in Ukraine,

the results will have global ramifications.”

2024. 2. TIME4?

ZepoANIEE WAL 929 oS NPT Aol RS Fashe Eo IF

oleki Holsti, EelHel Zeje Jtolx HolA| 92le] 2JX)E Fashs o] BAo]

2hal FEA) A= HoA 25 F8she eHerA 22 8, e V&
o] ¥Fdof| whet A&H o7 Haleh 4= Qly, @50 AL HEHQ] W] BT £
g2 Hol ATAIE 5 AVles] 4, AlelH 343 22 A2 7leo] wdd s
2 1A Az AL AHE EoiFal Qo = d S A2 Ve S
Fohs d o B EES AlSd 4D 25 AAle A Al ol
2 7 e AgTIed] FA0l FEokL vl HdE IS skl it

20209 1] s} =93] 9] fulgf=it TFRE 1A (Future of Defense Task Force
Report);= 7]&0] AAS ‘EAE-HE9 Alt(post-conventional era) & il 7}
I low, A I 2z # Algto] © ol A FALE olojX|= F5EA1
A AFOE ThE A QA gohal AxRIAT 059 AR 7] AR 52k AlolH
SN 4F E AAIARCE KA HH, A WA 342 94 E SAAAEE

42) Bergengruen(2024.02.08.), “How Tech Giants Turned Ukraine Into an Al War Lab”, 7/ME. https://time.com
/6691662/ai-ukraine-war—palantir/ (ZA12): 2024.10.20.)

43) S22HHEI=(2016), p. 61.

44) Krepinevich(2023), p. 86.
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AP AR A4S Fag Aneiel A, 38 L RAAET YEYI] o
3 AAFAS B WRINA S el W5k P 4 Uek49 A A, 223
5918} A58k Aol WAL o)A 27] WEO| F7kw $4 S9Ny BA WEA A
AT e Az AR WSS ReiFy gtk

Sz} ABE AFAL, 94, 2800l 5 olu] YA Al AF7|ET B
8o T BAAE, FAABS] WBkE o Zolrkd B Sol A ol NE7IES
o] Ao EY A oA Y Pio] WIFH=AS HolE hEHA A7
T 9tk MEES fautolt Y AR Jue ol
Moz Jbg AnE APS Wi Yk FEPck KA vk, FF Ao|u 3k
A #alotet Setoluis Ao] WY whEA WHSH: 714 wWXsk Yrke Ao
th46) el “aetolold AL ul#t Aol T Yok EHHE Wired
for War, 9] Aol S 249711 58] Aol(Peter W. Singer)i= o]t
o A2t AANAG WA RS V1T 7HS ALY 29 WAT HLe 9T
2 33 Qirka Bgkth4?)

i)

& A2 gt A87les0] o9A Aoy AAolA Aekal glom, ofgA
A BES WYL IeEAE AT AlRERE A6E7HA] SRy dA
oA A157)|%&T}t Z7to] o]9A AXO] B WIIAF| I AR S5 JIS
SAE S7HA] S FAR 2SI Ao, EE, JIsAls § A MEE &

¢

T AR, Aol Aot HYS A
4

i)

45) House Armed Service Committee(2020), p. 31.

46) Fedorov(2023.08.17.), “Ukraine’s vibrant tech ecosystem is a secret weapon in the war with Russia”, Atlantic
Council. https://www.atlanticcouncil.org/blogs/ukrainealert/ukraines-vibrant-tech-ecosystem-is—a-secret
—weapon-in—the-war-with-russia/ (ZA4Q: 2024.10.21.)

47) Volpicelli, Melkozerova, and Kayali(2024.05.16.), “‘Our Oppenheimer moment’ — In Ukraine, the robot wars
have already begun”, Politico. https://mww.politico.eu/article/robots—coming-ukraine-testing-ground-ai-
artificial-intelligence—powered-combat-war-russia/ (Z4L: 2024.10.20.)
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AR R - HEYS T
Cix|-22] Z2t0| 91zt Flory

AolH] FAL A ZAAT I ARSARHY A4 Fe) Aste] Az 4
9HTE49) Aol MM BAlQlelE BEsH o] B3] Fashd, syl
4 3A0] 270l A WA Ado] =}, Saztol} ARL v Y FuygALY
vl TF 2 EE} 4205 AUES o o4 side] TS A FEEA
o] GIst o] 27] %01 opd —’F 310 : 50427 9let. rwfg Aeo] AR

= lox]

o o b = =

& Abolel 2412 HPOi 8, ol TSl ellola} Salohte] T4 AR, 94, 2
P, AR BA 5 Ay Aol 349 A A Meholgirh ) Aol AP WS 73
2ot A" gl Aol Qlo] i 27]olle AelHAlS E85) A 4 HHA|
282 sty SAQILEE ululA)y]e, 24 AFEA S FHste Fo] 1

44 Aol it Aot mAY F53 AT FY S A™
ol= AtolH] AE, AfolH F7, 519 HH 5 TRt sfolHe= A
AAe. FAloks A Hhd o] faztoluE AR 54 HE,
T 94 A, ERolEu} o]4] 2¥| 9 il tlolE =&, AAA] F AL
AL AFYL, P, A TAE SOl APkl AR AAE A
. 23 2Alot o] f-=toluo] Higt AL AfolHI A A&
5t QU wlo|2 AT ES] AH VA wEE, 20214 12¢9%E 202249 3¥
7HA f-=tolutel] digt 2jAjote] ditE AlelH3 AL 20219 124, 15304 20239

48) #{ERA(2022), p. 83,
49) PIAIE(2023), p. 164,
50) Z:4&PA(2022), p. 83.
51) = 88(2022), p. 70.
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Legend:

- Tooling and Reconnaissance - Actions on MNetwork - ACTHONS On (=) (Data Exfil Dy
(EX: Microsoft(2024.04.27.), p. 9.)

[ 2-1] 3210|LI0 CHSt 2{Ajote] AtOJH =FH (2021.12~2022. 03)53)

Aok AE g ulF 259 94 ALHR Hob(Viasa)®] £ HIESD]
gt 22 3AL At o] 3A0= Sdetole] Uk £ B ol 1
of tha Ve Mulavt FREAL, T At ofe] FF/1Y BA)H FAle] S
Hoick. E3 SUo] A 2 A Belo] TARE 5 FHAY AGY Hut
of ALgACIAE FFL AT SAote] Pt HEADDOS) FHOE 2 &

Sejolut AR, WEE, YEE, oUAR 5 HE YAolE %F 70747t YAHoR
SRR, AR % A EAOR A YTt SHsle] e 34
S 5 A%ao|n thfne] AolHgZo] oF A5

52) Microsoft(2024.04.27.), p. 9.

53) Microsoft(2024.04.27.), p. 9.

54) Willett(2022), p. 12.

bb) #A - MR- XIEAA(2022), p. 66.
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Aoyt Aol A&HEA BAloks fAgtelue] S8 =7t AZLEto] gt A
oy A4S Aeglnt. 20229 44 Aokl ”eolt 200 B AHZ AHE
S FAEeIY Fd ouA] Aldel] HFESEHAL sitirt Aolw wofof gl Hf gl
t}.56) AMA 2 A5 2gdlo|t= 7004 o]Ake] Alo|H ZAL Wit EAZQ F#
AbHEo] Al Follile AbolHE g Sls E0l5A] got AR AE 5 faEo]
AR ARE = 71, 58, A= B ovA] 5 7E S Zoprt Ateld 54
o] F8 tdol EU% 281719] F40] WAFPH.57 T2, ZAote] AtolH5Ho]
AREARQ ERboluf FHIER o]ofX[A] 2 A2 Ao HReE AR Afo]H QEE
A
et o] A&EEA Aol Bxlolet A9 2 FoR e
2] MEQT A4, Aol B SlA AT SR, FHFS BE 7|d3t of
o FAISC] of S Holshr] ARRH. NATO =72 &
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A27gol|l A 2 HEek o] oju] g2 Me] A7t AES2 FAEIY AAo] Ko
FI e M2 71e9 A8 79| v F=siaL ilt‘r. Zlegald] g A4
Fge Hshk= Yot 11 71e9 8442 A7IAPIL, v A SEE fd
Aol AEA F8 7lesol diet AT 889 9_4de AlaLs: .
7leo] S MeAEd E5 ofyzEl dAo] Ve He AT Tleide] BdH &

= HSA77]e Qtke Aolt. fasteluy A2 Aerledt A9 dAE ME
Al Azrgetal glom, ol FART ofyE S7IRIEE A%t 7IegAle] TSR o

Ol

169) Jones, Egan and Rosenbach(2023.07.31.), “Advancing in Adversity: Ukraine’s Battlefield Technologies and
Lessons for the U.S.”, Harvard Belfer Center. https://wwww.belfercenter.org/publication/advancing-adversity
~ukraines—battlefield-technologies—and-lessons—us (ZA4Y: 2024.01.29)

170) Guest, Peter(2024.12.04.), “How the Ukraine-Russia war is reshaping the tech sector in Eastern Europe,”
MIT Technology Review. https://www.technologyreview.com/2024/12/04/1107639/latvia-eastern-europe
~tech-startups-ukraine-russia-war/ (ZA4Q: 2024.12.14.)

171) Bergengruen(2024.02.08.), “How Tech Giants Turned Ukraine Into an Al War Lab”, 7/ME. https://time.com
/6691662/ai-ukraine-war—palantir/ (ZA12: 2024.10.20.)
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ojd 4 Ut 20229 3¢ %ﬂﬂ(New Yorker) 7IAfoAE 2ol AAS A
A TikTok ZA7"ol=kal A9Ral, 9-=ztolute] fAd MR Al HEze
(Mykhailo Fedorov)= O]—Z—' Ve Aol EXth 129 YAHEEAE
(Washington Post)= ¢-==to|uel #AJoprt 229 2429l B8 A4S Hold
U= HE9] 714 130 AR o]go] A4 42 L34 or vHles A2

Urh o 7o) RhEoiAl= AdAdol=tal ettt mjg Al A4S 9%t 48 9L
Atke Aotk 172) F= s EE 20248 149 AMolA Wil AAofA] 7]zo] A4

ped

AE Seoletn Axat ARe AAold FHAA o Fele 94, B4,
28 S AL He|& 2918 PAY 992 Aol Bk Aot
AL ATAS A M, TeE, 94 5 AR Bokz I F7 Y, th
Qo 5 uhe Be FA] AT o] BE AL He&o] Nt B Ao 9
o AFslelnh A% Ae1E S Wk Aol A ST Aoletn A%
SIIL o] o] 13 T, Fle §8ol 23 T et AEshgiTh17)

7140] WhA7E WA Pae] Wak-TAlo] FEAC|E A HolE-E Y| oR
719 AAA Ag 4714wl tie gL gslsel, Svieh wkk 14
ol i A4 5

shole A a9k vl AAe] Aol F4sk= 7Ie SAl(technological pull)9]
aolal, fAztolut AL ot SHAAA AA F2=E°] EE, ATAs &

T 71eol et A &82] T ol 2t FAle 943 Ves8S &
2AgS Asstal . 15“ e eIy ABe Sl

u} Qleh174 SAetoll} HAL 4157140 &

172) Fontes, Robin and Jorrit(2023.03.24.), “Ukraine A Living Lab for Al Warfare”, National Defense. https://www.
nationaldefensemagazine.org/articles/2023/3/24/ ukraine-a-living-lab~for-ai-warfare (ZA: 2024.10.20.)

173) 8E%(2024.01.08.), ‘BRI FETHIEE LRGN, (FEEM-BRER), http:/ /mww.81.cn/yw_20
8727/16278899.html (ZAY: 2024.10.22.)

174) Bondar(2024.08.21.), “Closing the Loop: Enhancing U.S. Drone Capabilities through Real-World Testing”,
CSIS. https://www.csis.org/analysis/closing-loop—enhancing—us—drone-capabilities—through-real-world
—testing (AMY: 2024.10.28.)
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M2z

g BAL F7kHE BRY NY-PARRYY FUL TS TBeT, Yol

al
Fsb oL BB Qov], o} EdE Y Al Wt FY Aol
%4 A2k AEA FAskL itk

b ATAIE 7ol Faetolu AN 1 71ee] a3 dFlA AS o
Sl o, =7kE0] olEet Zooll A% FAle A2 vt Hl dsASE
EEAIAER A A 3T B9 ofyE v AR 23S A YIskaL e 1t
T UTAs AV AL 22 GRS FAE S-S AT @ ZAVE =L
ATE170) AIA] F85 AFAEL FAzely AR olF bt BuAe A7ES F
8w A e Gufo]l T8I S dhe Y ASVIeES B4 EHIIL 9l
o AAle f2Eelu AAL S8 vHE 2L 3o, v AR S, mEdEE
Ash sido] He Ag7le HAES dulo|EstaL ofd Hiet FAReF A A= dE

175) Krepinevich(2023), p. 86.

176) Defense News Army 2024(2024.06.26.), “Integration of Al on the Modern Battlefield: Insights from the
Ukraine War”. ArmyRecognition. https://armyrecognition.com/news/army-news/army-news—-2024
/integration-of-ai-on-the-modern-battlefield-insights—from-the-ukraine-war (A4: 2024.010.21)
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agthd AL Sazelt AAeIA oW J14ES FRF S JFTAISE
FL YT 1A o) F FF 71% Aol e £t FA3] S n 274
A ol% AFE AnEge] o] BAsHE 5 WYL BT 7)40] e A
749) st @A ol el Hhet e FRssH st o)F Eda e Hge)
297 71eS gF FAE F43) FUAA Frhe oAl Sazolt ABS §s
FEL 7|SEL T 229 2AIE B4 B4 Al Hopt § Ao AY
o} ol i X8 ATITOIA BAT Saztolt WA 1Al W Hebr)gEol
th. ol B3} FF ojust 71450] FAH Wao] s PRl AUt wizke] EAvh
3t WA SE7t AisekE 4 eAE AgshE 5 ok

i)

T
Hm
N
i)
0

[¢]

A5} 177 83 Qﬂfﬂrﬁ]-‘.ﬂ%ﬂ(European Counc11 on Fore1gn Relanons)E %
Aoyt AR AY AE7IeR &, AIHA, AZE0] ARY(RJISAS, HlolE
d 5, FFE U 53] ASATH HolH 52 = 5 wofx U9 7]
I QlHh A= 7)o AAA F83 AT shHA A
o

20| weh} £E2 BRI glom AR YIRS Helx7a ek ol FBa

F2auto] g2 Q& E(Tech Informed)= $-Feto|u AAQ] 1049 HA A&
& Afo|HFA(Cyberattacks), &48nH)o], 914, D&E(Teélécoms Sans Frontieres,

TSE), 2¥ 9 oA A|AEl(Artillery and missile systems), A (Electronic

177) Jones, Egan and Rosenbach(2023.07.31.), “Advancing in Adversity: Ukraine’s Battlefield Technologies and
Lessons for the U.S.”, Harvard Belfer Center. https://wwww.belfercenter.org/publication/advancing-adversity
-ukraines—battlefield-technologies-and-lessons—us (ZA4Y: 2024.01.29)

178) Franke, Ulrike and Soderstrom, Jenny(2023.09.05.), “Star tech enterprise: Emerging technologies in Russia’s
war on Ukraine”, European Council on Foreign Relations. https://ecfr.eu/publication/star-tech—enterprise
-emerging-technologies-in-russias-war-on-ukraine/ (ZA12: 2024.09.22.)
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warfare), =2(Drones), AH|A} 7|& 4 3-8 T2 T3 (Consumer technology and
applications), 7MEAT 3D E2 13, AFAS(ADS HUTH179 5 ZE| =25
UeukAe B s $917], Q1F 1 , e SAEelY A 3 AHVIEE A
]O}Oﬂ‘ﬂr 180) 4] HaA PR YHEH AL oy FoAE 32ty HA o]
njg Aol dH AV leEs ?:’5;6}1 Utk S YT e RS
ﬁ'l’:)ﬁr 7o (EERE) T3 ZAE =A% ST etolyt AR A 6t AF TS}
& F4lof IEY, UAFAE, 72U Ad AA", 571, S255 7e, AlH 7]
&, AA= 7ol v 24 43S AHcks dA7IeE B7HEL Sl E5], <
SA e Aed A MEL F2 o= Ao=E AT 84 T, AF ZEAA
A3}, QY 9 HAE Qg dilv|sol=tal Brskal Q18D
Oget QEAA JRE FFolgtl & 4= Q= AR E(ChatGPT)ol $-==tolut
A7 104 A AP ERE B2ste o] FOIAE AT AAHEHY| g2 o
239 e &AR ydmdoh B9 A|2HEF =E(Unmanned Systems and
Drones), Ate|¥] AT HH2PH(Cyber Warfare and Information Operations),
ALU-FE=F7](Precision-Guided Munitions), ZAFA(Electronic Warfare), 91&A]
53 HAIZHY(Artificial Intelligence and Machine Learning), 5 7|8t <%
(Space-Based Capabilities), 57 ¥ 339 3E3(Logistics and Supply Chain
Resilience), & W& AlAHl(Integrated Air Defense Systems), sle]E#E XA
(Hybrid Warfare), ©ou# 9 <lxz} 3I]EZ(Energy and Infrastructure
Resilience)o] 10t HAl7]<=2 Vet 182) 3to|u) AAQ] Aot AV |&S &
ARt TRt HAQk AtgE2 0|2t o] A2 E 7HA] 38EHe AdesE 2
giolu MR o FESIT U B 5 Ath TEHLE AV|H AL ATA

5 A, FAVIES) Sl

l

179) Tech Informed(2023.02.24.) “One year on: 10 technologies used in the war in Ukraine”. https://techinformed.
com/one-year—on—10-technologies—used-in-the-war-in-ukraine/ (ZA1: 2024.01.29.)

180) Tsereteli, Aleksandre(2023.01.13.), “Use of Technologies in the Russia-Ukraine War,” Friedrich Naumann
Foundation, https://www.freiheit.org/south-caucasus/use-technologies—russia-ukraine-war (ZA4:
2024.09.22.)

181) Tt miREH(2024.08.01.), “XAKRESRILCET , EIEBERNETE (£A7). https://baijiahao.baidu.
com/s?id=1806144097386555632&wfr=spider&for=pc (ZA4: 2024.08.01.)

182) OpenAl.(2024).

H2® Q32H0|Lt MO FHH= aAl ASZAPIE A B3



[E 3-1] 23240|Lt HW| sMy|E S5 (FQ= Syd EHEUM} HX|TE| SEH 27)

L3210|Lt FH 9| Al 7|&(Ukraine War's Key Technologies)

CDIE Harvard Belfer Center'83) )

: 1. 4& E& (Commercial Aerial Drones)
2. ditfat 221 A A (Naval Autonomous System)
-0 3. YMEA (Satellite Communication)

4. Q1ZX|s (Artificial Intelligence)

5. SHZ 0 OZ2|H0|M (Platforms and Applications)

C%’r".':.* European Council on Foreign Relations184))

1. EZ (Drone) 2. AMO|H M (Cyberwarfare)
-0 3. AZEY0] 7|8t MH(Software—defined warfare): QIS X[S(Al), El0|E(data), (apps)
4, 2% (Space)

(52 so%R Iy |ys a4 slaze )

: 1. 25Kls 2. FO1 RIH A|AH
-0 3. 2F7|& 4. 3288 7|8
5. AfO|H 7|= 6. Mxi=Z 7|&
(Tech Informed News186) )

1 aomiEs 2. 240|Cjof 3. 9
: 4. X2 (Télécoms Sans Frontiéres, TSF)
' 5. 27| OIAY MA (Artillery and missile systems)
-0 6. MXtH (Electronic warfare) 7. E2 (Drones)
8. AH|XL 7|= L & (Consumer technology and applications)
9. 71ASA(VR) & 3D E21H(holograms)
1

0. 2IZX[s(Artificial intelligence, Al)

183) Jones, Egan and Rosenbach(2023.07.31.), “Advancing in Adversity: Ukraine’s Battlefield Technologies and
Lessons for the U.S.”, Harvard Belfer Center. https://www.belfercenter.org/publication/advancing-adversity
~ukraines—battlefield-technologies—and-lessons-us (ZA4: 2024.01.29)

184) Franke, Ulrike and Soderstrom, Jenny(2023.09.05.), “Star tech enterprise: Emerging technologies in Russia’s
war on Ukraine”, European Council on Foreign Relations. https://ecfr.eu/publication/star-tech-enterprise
-emerging-technologies—in-russias—war-on-ukraine/ (ZA: 2024.09.22.)

185) Bt SiAEH(2024.08.01.), “XAKFERRHLLE , EEEBFEZNEFE . (A7), https://baijiahac.baidu.
com/s?id=1806144097386555632&wfr=spider&for=pc (ZFA: 2024.08.01.)

186) Tech Informed(2023.02.24.) “One year on: 10 technologies used in the war in Ukraine”. https://techinformed.
com/one-year-on—10-technologies-used-in-the-war-in—ukraine/ (FAY: 2024.01.29.)
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[E 3-1]9f A%

L3210|Lt FH | HAl7|&(Ukraine War's Key Technologies)

(Friedrich Naumann Foundation187) )
L 120
‘-0 2. 01ZXs
3.2F

(CflwatG PT188) )

1. 21 AA”M E2 (Unmanned Systems and Drones)

2. AOJH| M1 HEH (Cyber Warfare and Information Operations)
3. HULERT| (Precision—Guided Munitions, PGMs)

4. MAEA (Electronic Warfare, EW)

5. QIBX|s2t Al (Artificial Intelligence and Machine Learning)
6. 2F 7|8t H2f (Space-Based Capabilities)

7. 25 9 23%Y 3|23 (Logistics and Supply Chain Resilience)

8. =gt vtaal A\|AE! (Integrated Air Defense Systems)

9. ol0|E2|= XM (Hybrid Warfare)

10. X2t 212t Sl=3 (Energy and Infrastructure Resilience)
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20221 9-azfolut A W o) Fae] Funet dA7v|REol Ware W Y
7% HAEE Aol FUSH: TAVIE FAG] GG HolFT Uoky T 4 3
o ROl ol A4 A BAISE FHSIL, Frt AU WA 4T 2
A FUE R Y NGBS 234 vIFT bl Tyl sht S8, A3
A, 93, Aol § faztoly Aye] W Aevlg 7Y Vgl UAd
7S] ABAS A, MEAD A, T WY, SFAY A9 5 Wasle vl A
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187) Tsereteli, Aleksandre(2023.01.13.), “Use of Technologies in the Russia-Ukraine War,” Friedrich Naumann
Foundation, https://www.freiheit.org/south-caucasus/use-technologies—russia-ukraine-war (ZA4:
2024.09.22.)

188) OpenAl.(2024).
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189) US Department of Defense(2023.05.09.), “National Defense Science & Technology Strategy 2023”, p. 3.

https://media.defense.gov/2023/May/09/2003218877/-1/-1/0/NDSTS-FINAL-WEB-VERSION.PDF
ZA91: 2024.01.29.)

190) NATO(2024.08.08.), “Emerging and disruptive technologies”, https://www.nato.int/cps/en/natohg/topics
_184303.htm (ZMY: 2024.10.27.)

191) Mills(2023.11.13.), “Emerging and disruptive defence technologies”. UK House of Commons Library. https:
//researchbriefings.files. parliament.uk/documents/CBP-9184/CBP-9184.pdf (ZA4Y: 2024.01.29.)

192) Downing Street, Joint Leaders statement on AUKUS, 21 September 2021 and Downing Street, Fact sheet:
implementation of the Australia~UK-US partnershijp (AUKUS), 5 April 2022; HL2459 [AUKUS], 24 October 2022

193) Harding and Ghoorhoo(2023.04.18.), “Seven Critical Technologies for Winning the Next War”, CSIS. https:
//www.csis.org/analysis/seven—critical-technologies—winning—next-war (ZAY: 2024.01.29.)
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2] o= sl 4l J|& Z|AE (2022. 2. 3210|Lt MM 0|5 WHE F2EA)

st =24t 7= (Critical Defense Technologies)

( US =Hf=194) )

N O WwN —

. HI0|R 7|& (Biotechnology)

. %Xt 7|& (Quantum Science)

. XML S48 (Future G)

. AATH (Advanced Materials)

. AAHEIS| S5t HEQF A|AE (Integrated Network Systems of Systems)
. AE| 7|8Ho] Al9t XEE (Trusted Al & Autonomy)

. 2%7|% (Space Technology)

. THAHO| LA X AAtE X4 (Renewable Energy Generation & Storage)

9. Dfo|Z2YUAEZYA (Microelectronics)

0. Mot ZEE ATEQ0] (Advanced Computing & Software)
1. QIZt=-J1|A| IHH|O|A (Human Machine Interfaces)

2. X[&kS 0|.4X| (Directed Energy)

. 282 (Hypersonics)

4. S5t= MM ALO[H (Integrated Sensing & Cyber)

(‘naTO'

5) )

\---0

1

2
3
4
5,
6
7
8
9
1

. QIZX|s (artificial intelligence, Al)

. X2 A|AE! (autonomous systems)

. UXt 7| (quantum technologies)

. HIO|R 7| (biotechnology),

QIZt Z471= (human enhancement technologies)

. 2% (space)

. 224 AAH (hypersonic systems)

. MATHR} F|Z (novel materials and manufacturing)

. Ol X|2t =% (energy and propulsion)

0. XtMICH SA HIEQIF (next-generation communications networks)

194) US Department of Defense(2023.05.09.), “National Defense Science & Technology Strategy 2023”, p. 3.
https://media.defense.gov/2023/May/09/2003218877/-1/-1/0/NDSTS-FINAL-WEB-VERSION.PDF
M 2024.01.29.)
195) NATO(2024.08.08.), “Emerging and disruptive technologies”, https://www.nato.int/cps/en/natohg/topics
_184303.htm (ZBMY: 2024.10.27.)
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[E 3-2]9| A%

sl 4t 7|&(Critical Defense Technologies)

| 1. MOt (Cyber)

2. QIZX|5 (Artificial Intelligence)

i 3. ARIIHA: K& K| 27], 252 27| (Novel Weapon system ; Directed energy
weapons, Hypersonic weapons)

4. 2% (Space)

5. siAl 718k 7|& (Critical underpinning technologies)

(AUKUS pillar197) )

. MOIH (cyber)

. QIBX|5 (artificial intelligence)

. %Xt 7| (quantum technologies)

AKX &2F (undersea capabilities)

Z84, B 282 I (hypersonic and counter—hypersonic capabilities)
TR A2 (electronic warfare capabilities)

&4l (innovation)

HH R (information sharing)

(C;S|S198) )

Mot ™= E41 (Secure and Redundant Communications)
At 7|2 (Quantum Technology)

A&t (Bioengineering)

. 2% 7|8t 7|= (Space-Based Technology)

. 185 HiE2| (High-Performance Batteries)

. 2BXIs/ MY (Al /ML)

. 2HEIA (Robotics)

“---0
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196) Mills(2023.11.13.), “Emerging and disruptive defence technologies”. UK House of Commons Library. https:
//researchbriefings.files. parliament.uk/documents/CBP-9184/CBP-9184.pdf (ZA: 2024.01.29.)

197) Downing Street, Joint Leaders statement on AUKUS, 21 September 2021 and Downing Street, Fact sheet:
implementation of the Australia~UK-US partnershijp (AUKUS), 5 April 2022; HL2459 [AUKUS], 24 October 2022

198) Hardingand and Ghoorhoo(2023.04.18.), “Seven Critical Technologies for Winning the Next War”, CSIS.
https://www.csis.org/analysis/seven—critical-technologies-winning—next-war (ZA: 2024.01.29.)
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199) TEE&(2024.01.24.), “EhSHH | B2 HZRAPMEANIT 6L FHRMN". https://mil.sohu.com/a/754014786_1
21245527 (BA1Y: 2024.03.22.)

200) Zafra et al.(2024.03.26.), “How drone combat in Ukraine is changing warfare”, Reuters. https://vawv.reuters.
com/graphics/UKRAINE-CRISIS/DRONES/dwpkeyjwkpm/ (ZA1: 2024.08.26.)

201) Kunertova(2023), p. 95.

202) Bondar(2024.08.21.), “Closing the Loop: Enhancing U.S. Drone Capabilities through Real-World Testing”,
CSIS. https://www.csis.org/analysis/closing-loop—enhancing—us—drone-capabilities—through-real-world
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203) Defense One(2024.03.22.), “UN adopts resolution to keep Al ‘safe, secure and trustworthy’”. https://www.d
efenseone.com/policy/2024/03/un-approves-resolution—ai-safety-and-advancement/395130/ (ZA1L:
2024.10.28.)

204) ¥tEs - R, - ¥FE(2022.05.22.), “HEHRbEANUER, TARGSEA. https://baijiahao.baidu.com/s?id
=1733488261181119328&wfr=spider&for=pc (ZM: 2024.04.05.)

205) £A7%iA(2024.08.01.), “RAKREESHEOHT , ETSBFEENETH . https://baijiahac.baidu.com/s?id=180
6144097386555632&wfr=spider&for=pc (ZA1: 2024.08.01.)

206) Thompson(2024.03.24.), “China is reportedly developing military drones that can split into 6 to overwhelm
enemy defenses”, Business Insider. https://www.businessinsider.com/china-developing-advanced-
military-drones-split-into-6-midair-report-2024-3 (ZA12: 2024.06.10.)
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207) Reuters(2024.02.22.), “UK, learning lessons from Ukraine, to spend $5.7 billion on military drones”. https:

//www.reuters.com/world/uk/uk-learning-lessons-ukraine-spend-57-bln-military-drones-2024-02-22/
A1 2024.12.14.)

208) Mackenzie, Christina(2024.06.17.), “France makes new ‘pact’ with industry to speed small drone production,
acquisition”, Breaking Defense. https://breakingdefense.com/2024/06/france-makes—new-pact-with-
industry—to-speed-small-drone—production-acquisition/ (ZA: 2024.12.14.)

209) Horizon Grand View Research(2024), “Europe Military Drone Market Size & Outlook, 2023-2030". https://
www.grandviewresearch.com/horizon/outlook/military-drone-market/europe
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210) Horizon Grand View Research(2024), “Europe Military Drone Market Size & Outlook, 2023-2030". https://
www.grandviewresearch.com/horizon/outlook/military-drone-market/europe
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211) Prochnow, Andrew(2023.09.25.), “Drone Makers Soar in 2023 as Ukraine War Raises Sector Profile”, Luckbox.
https://luckboxmagazine.com/topics/drone—makers—soar-in-2023-as-ukraine-war-raises—sector—profile/

212) Jones, Egan and Rosenbach(2023.07.31.), “Advancing in Adversity: Ukraine’s Battlefield Technologies and
Lessons for the U.S.”, Harvard Belfer Center. https://www.belfercenter.org/publication/advancing-adversity
~ukraines—battlefield-technologies—and-lessons-us (ZA4: 2024.01.29)

213) Bergengruen(2024.02.08.), “How Tech Giants Turned Ukraine Into an Al War Lab”, 7T/ME. https://time.com
/6691662/ai-ukraine-war—palantir/ (ZA12: 2024.10.20.)

214) Volpicelli, Melkozerova and Kayali(2024.05.16.), “‘Our Oppenheimer moment’ — In Ukraine, the robot wars
have already begun”, Politico. https://www.politico.eu/article/robots—coming-ukraine-testing—ground-ai
-artificial-intelligence—powered-combat-war-russia/ (ZA: 2024.10.20.)
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215) Goncharuk(2024.09.27.), “Russia’s War in Ukraine: Artificial Intelligence in Defence of Ukraing”, International
Centre for Defence and Security. https://icds.ee/en/russias-war-in—ukraine-artificial-intelligence—in—
defence-of-ukraine/ (ZA1L: 2024.10.20.)
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216) U.S. Department of Defense(2023.06.27.), “Data, Analytics, and Artificial Intelligence Adoption Strategy:
Accelerating Decision Advantage”. https://media.defense.gov/2023/Nov/02/2003333300/-1/-1/1/DOD
_DATA_ANALYTICS_AI_ADOPTION_STRATEGY.PDF (ZA1): 2024.10.28.)

217) U.S. Department of Defense(2024.09.06.), “Al Security Center Keeps DOD at Cusp of Rapidly Emerging
Technology”. https://www.defense.gov/News/News-Stories/Article/Article/3896891/ai-security—-center
—keeps—dod-at-cusp-of-rapidly-emerging-technology/ (A4 2024.10.28.)

218) Volpicelli, Melkozerova and Kayali(2024.05.16.), “‘Our Oppenheimer moment’ — In Ukraine, the robot wars
have already begun”, Politico. https://www.politico.eu/article/robots—coming-ukraine—testing—ground-ai
-artificial-intelligence—powered-combat-war-russia/ (ZA: 2024.10.20.)

219) Henshall(2024.03.29.), “The U.S. Military’s Investments Into Artificial Intelligence Are Skyrocketing”, 7ime.
https://time.com/6961317/ai-artificial-intelligence-us-military-spending/ (ZA1L: 2024.09.10.)
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220) Defense One(2024.03.22.), “UN adopts resolution to keep Al ‘safe, secure and trustworthy’”. https://mww
w.defenseone.com/policy/2024/03/un-approves-resolution-ai-safety-and-advancement/395130/ (ZiAH
:2024.10.28.)

221) ibid.

222) Henshall(2024.03.29.), “The U.S. Military’s Investments Into Artificial Intelligence Are Skyrocketing”, 7ime.
https://time.com/6961317/ai-artificial-intelligence-us-military—spending/ (ZAL: 2024.09.03.)

223) Bresnick(2024.04.03.), “China Bets Big on Military Al”, CEPA. https://cepa.org/article/china-bets—big-on
-military=ai/ (ZM: 2024.10.11.)
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224) Herman(2024.06.19.), “China and Artificial Intelligence: The Cold War We're Not Fighting”. https://www.
hudson.org/technology/china-artificial-intelligence—cold-war-were—not-fighting-arthur-herman  (ZA4:
2024.10.11))

225) UK Government.(2024.11.25.), “UK and its allies must stay one step ahead in new Al arms race: UK announces
new Laboratory for Al Security Research at NATO Cyber Defence Conference”. https://www.gov. uk/government/
news/uk-and-its—allies—must-stay-one-step-ahead-in-new-ai-arms-race (ZA42: 2024.12.01.)

226) Ruitenberg(2024), “France preps Europe’s fastest classified supercomputer for defense Al”, Defense News,
2024.06. https://www.defensenews.com/global/europe/2024/06/18/france-preps—europes—fastest-
classified-supercomputer-for-defense—ai/ (FAL: 2024.12.14.)

227) Volpicelli, Melkozerova and Kayali(2024.05.16.), “‘Our Oppenheimer moment’ — In Ukraine, the robot wars
have already begun”, Politico. https://www.politico.eu/article/robots—coming-ukraine-testing—ground-ai
-artificial-intelligence-powered-combat-war-russia/ (Z4: 2024.10.20.)

228) MarketsandMarkets Research(2023), “Artificial Intelligence (Al) in Military Market Size & Share”, 2023.05.
https://mwww. marketsandmarkets.com/Market-Reports/artificial-intelligence-military-market-41793495.h
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232) Ogden et al.(2024), p. 1.

233) Mysyshyn, Anna(2024), “Advanced Technologies in the War in Ukraine: Risks for Democracy and Human
Rights”, German Mearshal Funds, 2024.09. p.4. https://www.gmfus.org/news/advanced-technologies—

80 =sozieiny



HB% M2 J1&2 o{EA ¥=tAZI=7} (Technological Pull)

T et HIMSE S0 7o) ne) AgelH 29 4L sk ]
20| @ Zoz sk ek

£5] 9astol} WAL AIE 9594 V1ol FaT qAS T AYoR B
39k BAlobt A 27] 710 A5 ANBAL W F fetolt vl
o izt = Asfo]2x7}

W71 Lo AX7t ARt 2B AE AR AL
oA Y A= AHeR A HEYAR g A4
A

o
off UEfdllof] AN Astal, A% B FAlE S8 A 4
Aujdol, AIE AR 5= A siFAAT oAl AT A A7 IeS =18 244
247 Hh.239

AR o) A(Novaspace)ol] W2, 20234 95 ®H9] 2 Hotof] thgt A A|A HH
A&0] 5809 GBE dol AV X E 7S 15 vl=o] 3899 2P 19E
712sla1, o] 889 2, HAlopr}t 269 2, ZFgAv} 139 S & Uyt o

=, FHAY, Y= 247 59 27t e FAE o A2 & YEhEth 5809
A& Foll= oF 4009 g7t 83 5 U9 E He 75 AlS= -‘?4'5]1
ofof] A=At 2023Wo= 1771 BFE7} F 107719 9] & o5

T 948 IAlEd], ol 20229 thH] 40% S7FeE $=X|o]c}.235)

H=2 fAgoly ABS Sl 94 71e9 842 MEA AAISHAA A
71& G4l 212 J1&skela Q). nlEe 9220t tiE) 9= A AV) ulE AAoA =
[siohal 1Askar glon, Ietoy AL AARS] {84 ATE AB7chks
7131 ATl Axet. Sagoly A 45 E57F A9 glo] Y7 IeS
FHASHA AREOIITH= Aot} 2360) 20244 49 v] = A $(commercial
space)E =7IRIE o] aRFo=w FHolr] fIgF Al Y = B A=

war-ukraine-risks—democracy—-and-human-rights (ZA42:2024.10.21.)

234) Jones, Egan and Rosenbach(2023.07.31.), “Advancing in Adversity: Ukraine’s Battlefield Technologies and
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235) Space Defense(2024.04.10.), “Space Defense investment to grow”. https://spaceanddefense.io/space-
defense-investment-to-grow/ (ZA4Y: 2024.12.14.)

236) U.S. Department of Defense(2024.08.22.), “Satellites in the Russia-Ukraine War”. hitps://media.defense.gov/
2024/Aug/21/2003529805/-1/-1/0/20240822_Gurantz_Satellites_Online_b%201.PDF (ZA4: 2024.10.23.)



(Commercial Space Integration Strategy);= WIHSIITH o] A2 Q7 FFo]
S AFGollA Al S5 FEk Qlths QIAES BIFR 3 Aok AL $5
IdF 75, F HEYT 5 52 JECRE st= 9 719 7ol A3 = FF7}
5 He BopollA A 7IdE @S AoetalAt okl vk oY o e &
FAZ AT & JEF S9AHAA T AET A o] = MER AYE 5
&F49 I AU Aolgkal ZFRskal Qirh.237) ol oy HAoA Ko
LB AL 2 RITE 1ZEte] SR8 AT YIX|YS 8% 5 7IedAlY T
315 ERStA Sk Folgtal & 4 Utk = $529] A4t 3 A& SHE L
ULt of 1™} Zo] 20259 E =] 1 £A; oit F 95 7IRE A A= 2529
g0 gol= o2 YEal QU

i

(N

FY 2025 Investment Total: $310.7 Billion
C4l Systems

Aviation & $ in Billions st

Related Systems cround

sen Systems
$13.0

Space Based

Systems \
$25.2

Missile
Defense
Programs
$13.5
Shiphu_il_ding & Missiles &
Maritime iti
Systers Munitions
29.8
$48.1 icch s
. Mission
Scienc Support
Technology Activities
$17.2

$81.5

[323 3-6] 2025Ex O & J4 Xt G2t : 3107 {238

237) U.S. Department of Defense(2024), “Commercial Space Integration Strategy”. https://media.defense.gov
/2024/Ppr/02/2003427610/-1/-1/1/2024-DOD-COMMERCIAL-SPACE-INTEGRATION-STRATEGY.PDF
ZAH91: 2024.10.28.)

238) U.S. Department of Defense(2024), “United States Department of Defense Fiscal Year 2025 Budget Request”,
2024.03. https://comptroller.defense.gov/Portals/45/Documents/defbudget/FY2025/FY2025_Weapons.
odf (ZM2: 2024.10.28)
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22 9ggtoll} AL B 927 7|&o] ZAT} do] mEoA HAe] ATl
IdFe A= 4 24 F shrt 2 ZACE QIS Stk AlAl =850 &5
%ﬂ EU dilEiasy q A BAZ A Qlow Hat %P%'—%’—?—ﬂowl 7Ht£oh &

%% %Oé 9—?— EE:L%@ *é%oﬂi E7oRL 42 AT Ano]AXO] Eokof|A]
WS A1 9o T AYH Uzt 5 LSt bl FEotal At China
Report ASEANO|| w2/ 20224 & @A F=ollA 4307 o4 448 = 719
o] 29 FolH, 7]z S4l, YATAA E YH|Alo|AS 3t AL 9 E4EY
o]AL MiSH= 437 SFAF Z3HECE 201595 2021E7H4] F29] AUE &5
AQL Az 22.3%9) £E g AR on 20240 22 3,0009] 99Kk 3,200
)] 2T A0R oV} 240 FAA oA T =2 AAR AA 1919 &
<ol ok ZAxsta gk 20249 H|E AVFA A BeA(@ED) S 2t
A GAE = 8 YEARAN 140] BF = SHOA AlA 19 =l AL
13t v} Qict.241)

v%J 7R ey AR eSS EdE 94 7IedAlyt AR A

I 7HEletal ik 59 A4 520 382 7 3 5710 oAM= &
gmxﬂy} 3 ek TEA 9J3] PG 2023 29 SAEtolu AAoA AL
wZol digt A9 HEIE /MRt BF Sty FE3lo FHARE T ARG R
(CDE, Commandement De I'Espace) 42> 942 A 5848 AXsIHA
AFE QY STt AA71ETe] S FRoIelth242) A= 20249 9Y 1

oA F=rRME AAFS]|9)(Space Defense and Security Summit)E 7H&|skar, $
F = 710 " JSoI= AAstHA U8 5 FEe] 89 A3kE S1E

239) £A7IA(2024.08.01.), “HAKRFEZEHLAF , EESHESNEFE . https://baijiahao.baidu.com/s?id=180
6144097386555632&wfr=spider&for=pc (ZA: 2024.08.01.)

240) Via Satellite(2024.05.28.), “China’s Push for a More Commercial Space Industry”. https://interactive.satellite
today.com/via/june-2024/chinas—push-for-a—more-commercial-space-industry (ZA44&!: 2024.06.10.)

247) BE35(2024.07.03.), “FERHAMASH  BEERNELEREHE— , BEIERS’. https://mww.163.
com/dy/article/J673RALS05566R TN.html (ZA4L: 2024.09.03.)

242) SatelliteObservation(2023.02.06.), “France’s Space Commander shares lessons learned from Ukraine and
future plans”. https://satelliteobservation.net/2023/02/06/frances-space-commander-shares-lessons
~learned-from-ukraine—and-future-plans/
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st Qick A FAF 2F 7131 #H|E=HDirectorate General of the Armament,
DGAYS 95 2} cJgztots ASlsha. 2AF 95 A2g 7uko 2 20304714 93
RS Zk=L AS Bxa syl Q) 243)

= 5 AFERE 20249 88 95 71N AE, Al 2 S AES] A F
Z29] At FARIEE TARIAL, o= 2031497H4] 9148 A1 AAE ATT =45 &
Z 7I8H ISR 23] A WA 940130, I= = FAFold ARl o+
ARgo] FAREA HjS- S8 JT-Z k= Q14| stof| 94 F4lE A3tstar 9l

q

t}.244) @ = 9 24" o)A AoXARS 3t ‘S8 ATEO"E Y
St7] 918 4005 TREE=(500%F G2)E FAR HE Atk @9 TAF 2 FARD =1
| A Y (Defence Equipment and Support, DE&S)+= E5|Entel 5 T A3t
Agsto] FAIAY ERES TSotA shal Urh245) o]g % WA &5 2143
71€9 58742 F=59 A 94 T gdiste o 2% HiFo] &
I glow, 53] ¥izte] o] wi2A = hed AY Wt 71 Al
TAE QEEC} Botol= IAl= Aoy AR o] 7]& HololA 7MY 8% A
& U 59 stz Ha ok

243) Global Security Review(2024), “France Doubles Down on Space Defense Tech”, 2024.09. https://globalse
curityreview.com/france-doubles—down-on-space-defense-tech/ (ZAMY: 2024.12.14.)

244) UK Government(2024.08.17.), “UK Space Command successfully launches first military satellite”. https://
www. gov. uk/government/news/uk-space-command-successfully-launchesfirst-military-satellite (ZA4:
2024.12.10.)

245) The Defense Post(2024.02.16.), “UK to Build Defense Satellite Constellation Control Software”. https://
thedefensepost.com/2024/02/16/uk-satellite-constellation—-control-software/ (FAY: 2024.08.01.)
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H4E LIRS ESI N IR

TA &2 X|get 2t Qe 0fF

o =7t 14‘“*71 2 J2HA e 7IeselH. ol 7
SZAERE ofyet vl FATASY 9y FEo] 2 5 Qe ‘ﬂZl 7ol HolA
Ut 482 olF 8k 7IeolEtal € & Qlrh vl 7 2023 RS 144 94
= 7le2 B vs Sl derr 202449 A A87le BlAE0A Al
AlRE 18H] 7]eol 2] it &, =7PF S/l & 4 AgTe2 A9 B
AR o Qe vl AR SEE A Ed 2 VleclEke oA ol 8=

0[1

(dual use) 71&elet. o Ee w5t el & Ads)7t A4 20249 A4
Ag71% BAES} vl FPRIE AT Y Y 716 AT Ao o] 9
A Ag71%0] vl A AR FAY SR A FAIEUS HoiFT
oltt. ot FEolA Ul Firt e 20236 WA Y V1% Tt 20249 o
2 A7l e st 94 Aﬁﬂ gaER wug 189 7147 FHET US
& & % ol ol vlF WA Suis e WA 71301 olF &% 7ERA

R Belo] AMUAS Baf 7143410 S50} 714HE S AT Wkk 716e] FAs
o} ZA140] 485t 4okt wheA] dofd 4 912 04 = Aolth. A%, ol
3y 7147 Ae1&0] FPS o] J1aSol g A4 Pyl Wae A o v
| A8 & 4 Yee HelEm ek

X
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I 3-3] 0] F71s7|ads| sidl AME7|=s0t 0] JUEo| sy 4t Jjs E5 H|wIH246)
0|2 27157 | &2/ sl(NSTC), 0= I
2024 A AE7|& BIAE 2023 A =4 7=
(Critical Emerging Techs List) 247) (Critical Defense Technologies) 248)

1. Mot A4HE| (Advanced Computing) 1. MHIS 7|% (Biotechnology)

2. Hot XL 2] AXH (Advanced Engineering 2. UK} 1ksk (Quantum Science)
Materials) 3. Future G

3. At 7tAHEI 7]& (Advanced Gas Turbine Engine 4. MHAXY (Advanced Materials)
Technologies) 5. £8 UIEQF AIAH! (Integrated Network Systems

4. JH HEFO| Mt ALK &e of Systems)
(Advanced and Networked Sensing and 6. M| 718t Q1= XSt A+2 (Trusted Al & Autonomy)
Signature Management) 7. 2571% (Space Technology)

5. #MHAXY (Advanced Manufacturing) 8. THAYOf|L{X| A4ALDL XI&H (Renewable Energy

6. QIZX|s (Artificial Intelligence) Generation & Storage)

7. MHESt 7|& (Biotechnologies) 9. 010|322 FMARZSt (Microelectronics)

8. X Of|L4X]| A4kt X% (Clean Energy Generation 10. Mot AT I ATEQ|0] (Advanced Computing
and Storage) & Software)

9. tlo|e Z2t0|tHA| (Data Privacy), HIO|Ef Ot 11. QZt-7|H A& Zt& (Human Machine Interfaces)
(Data Security), and AfO[H Ot& 7|& 12. XIgA 0.4 X| (Directed Energy)
(Cybersecurity Technologies) 13. 222 (Hypersonics)

10. K28 04| (Directed Energy) 14. S& M1t AO[H (Integrated Sensing & Cyber)

1. D2 AS3He 1 ARl 201 AAZ(UXS) ¥
2235} (Highly Automated, Autonomous,
and Uncrewed Systems (UxS), and Robotics)

12. Q2714 A& 22 (Human-Machine Interfaces)

13. 2% (Hypersonics)

14. S& AFUA0|M L HIEYZ 71% (Integrated
Communication and Networking Technologies)

15. YIXIXIH, LHH|AO|M, EfO|Y 7|% (Positioning,
Navigation, and Timing (PNT) Technologies)

16. YAt HE 2 XY 7]& (Quantum Information and
Enabling Technologies)

17. BIEX|QF 00|32 MAES! (Semiconductors and
Microelectronics)

18. @ J|&1} A|AH! (Space Technologies and
Systems)

246) US Department of Defense(2023.05.09.), “National Defense Science & Technology Strategy 2023, p. 3.
https://media.defense.gov/2023/May/09/2003218877/-1/-1/0/NDSTS-FINAL-WEB-VERSION.PDF
(A 2024.01.29.)

247) National Science and Technology Council(2024), “Critical and Emerging Technologies List Update”, 2024.02.
https://www.whitehouse.gov/wp-content/uploads/2024/02/Critical-and-Emerging-Technologies-List
-2024-Update.pdf (ZA1Y: 2024.08.28.)

248) US Department of Defense(2023.05.09.), “National Defense Science & Technology Strategy 2023, p. 3.
https://media.defense.gov/2023/May/09/2003218877/-1/-1/0/NDSTS-FINAL-WEB-VERSION.PDF
(A 2024.01.29.)
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- H3%E Y2 7|2 o{ZA WstAFI=7t (Technological Pull)

SRl 202319 BEF AA] okw ALt Aol Wag 47) ATEe
7ok k. T Ao MAAEL Fe wEA] 1%, Q8RS 714, B A%
o9 7% 5 47 7| Bokz, olF B Y 947l% elrset SHeks Ao
At qelo] Fo BoRha o 4 itk

E 3-4] EUQ| Cj2|AY iy dMI|E 2|AE249)

OI

( European Commission )

»---0 1. HH BIER| 7|5 (Advanced Semiconductors technologies — microelectronics, photonics,

high frequency chips, semiconductor manufacturing equipment)

s---0 2. Q1ZX|5 7|& (Artificial Intelligence technologies — high performance computing,

cloud and edge computing, data analytics, computer vision, language processing,

object recognition)

»---0 3. LAt 7|= (Quantum technologies— quantum computing, quantum cryptography,
quantum communications, quantum sensing and radar)

-0 4. HI0|Q 7|= (Biotechnologies—techniques of genetic modification, new genomic
techniques, gene—drive, synthetic biology).

nlg =4 A=he] S vl 7P, SVREE M=o B3 AdS A Ysks
Uct. vl Y A2 vl A4 Y] ST ofd gt Z7PF A Aok AEERet
A 0]99] AAZ A Yot AT ZLTTE 1l F7IREE H=HNSS, National
Security Strategy)d} =8 A=ZHINDS, National Defense Strategy)®] A& =4t
Aol o] ulff AAYo] thet thu|Eyt ofy2t 71| Ak o]t BRE A Hst=
AS ZHSHL Q32 HolF= Aolgk & 4 Ak =Y S A=HNDS)= W&
B A7IEE. M=HNSS)E o|d¥sty] et =+ ARl Mo, 7 AR
(National Military Strategy)d] 7lol= H&g 3JHc}.250 FWlR= L7lQtH A F

249) European Commission(2023.10.3.), “Commission recommends carrying out risk assessments on four critical
technology areas: advanced semiconductors, artificial intelligence, quantum, biotechnologies”. https://
ec.europa.eu/commission/presscorner/detail/en/IP_23_4735 (ZA1Q: 2024.01.29.)

250) Army War College, “National Defense Strategy (NDS)”. https://ssl.armywarcollege.edu/dde/documents
/isps/terms/nds.cfm (A4 2021.10.03.)
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(NS9)ol BAE SHEHY NS 445t gon], 2 FHNDYL B4 Aug =
At oljet nle W Aol £ RS0 et e B2 HYBEE ol
She A mASIE5D

Z3o| Y A w3 FEYSIR ohJet FTFAGo] BEE Sk INRE, 5
2147 59 ABIRe] A% A=) BEE AW I AUS FRF A4
Itk FRAUNFZS JAHOE Tad] FEIY] 3 Bt opjel, Yuizt HY
oeft 37H AR FZF Yk B, LAY FAAA S 2R Tt 5
T Utk FEBNY PP QU] AR Y, 27 45, AFIAN S
PAIST glop, 2020 AYE TFUPE, R A AT Asze] dfet, Foh
20| SJTie HEe ARG AL AT BER AAS Yk TS Dyl
F7he] HE T WAL WS Flolekn FRsbEA vhEa s ddFoRE A7
RA 33 509 ABF] AS AABHE g BRI k25D G 7t 3
I} JERAL BE Y B} AT U S WIS AL FAT YRR P4
T ek B3 F3 Y TP, AT R 71e AT LS AN, Y 3
|eS BE ARH 7SR N1 FES FEeka YR olP e 2
o AZE 2 B9 Frbdgol FYSH: vigel B3 AFREE Yt o Fa
3 842 Zgstel, Bed] ojg Aol GulS ol Fke vie) HeFRE A

Hd
1o
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&
Hd
N
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M
ol
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o
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i
A
2

A9} A T4} 99 GATE BRE 1 IR FU)E 9 AEetT 9

on, 53] AFAs2 v=e] ddrle 9 AT AHTAR AA =L ot S=

251) US Department of Defense(2005), “The National Defense Strategy of the United States of America”, March
2005. jii.

252) ARM(2020.12.29.), ‘e ARFFEERE..

253) bid.
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<o HIBE MM J|&2 O{DAH HSIAIZI=7} (Technological Pull)

% %53 BAol Bae AA0) AEA PAY I FEST v A% u
27 F37hs vlokd we] almAlR AN ot ok He u)E gEo] 2t
dhdrele] SvbAeE, S Aol ogA W94 FAoE AdHd] YEAE B

L= |
_?__]—_/_ 01]‘4-‘

£

E 3-5] 0I5 I7P42k 3% Mo JH7IEe 2

e = 52 B
( [CHE124] T 9% ) [ozzn i 28 22, Faese BE )
| (@710t T2 NSS || @ gma oy spana |
- E3j0| F AMS FSM IHHZ - 7| S E5t A YR 22
- Hetlz 29| 910 53 - SIS ME 2T} el AR
* National Security Innovation Base &% o U2 MBS Z2HEIISH |4 SA
» Q=R (overmatch) 7MY/ DIZE SNl Mk ey HED|S Tial
&/ Defense Industrial Base XSE 27| 2| 1y, 20 88
| (% 72 DS |l Eymzwayzee |
- AR 9 A Q| £FFO O HAL - 21M7| Y M| YR 22 28
ME7|20| HAI} M £40| 13} « HEt7[20) ZAER M2 2| T,
- Qe X UL 29 9| 2H 7|75t 5t-R|S 5t SBtUH Jt5 8

£2{}(unmatched) 2710 8441 Erf 24t TP At K| 22, 2 R

“National Security Innovation Base” 7= N M =l
« AE, QIBK|s, Mildd & FAV | EX12t - DI |IS2 NFH Vs A
T2t |= &8 s Y =

G Sasolt AP Bof FEU QU vld Huhe] Fag WA 5714
E2 W] 2AME Bark ok AAA A1)a Bao] ofs) et oklet wztelA
£ 345 B2 Sehn g JleSolt te, wd tlE gist 2

Ae A G| BARA R ofet vl CixY FA) A FEEeEy B4 o
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AAo] Zusl d4lo] B W7t 714 Holel A1) AAE HE Fes wE
o WekEolo] CEOL A 4o A1 47]4S FFohe o] Eu4 onetn
wob, Aol AAHQ S et S9E 9AT 4 ULS Fhe} /)& B
7re] ®r} 290s B S0 BekEo] CEOE ) AEe AT 714
& 4830 AE AR HAELR olsks Ao A ek S
o} YAYR e ST} HGS MG
S slo8, solaznes) oidsa Al4e) =
9Ieh259) Aol AAOIA WAl AF FAISR WA 71450] ofF BE 7]

Eolgh= Aol o] 7[eES S5 AYSt S AARISH] fIRt HREA A,
g4 AHUAE EACE it
StH, o]#j3t o]F & 71§,] Ex]oﬂ w2 l]ﬂ_j_l,ﬂ_,ﬂx% u]m—zg;,:]xq AW AL O]E
A

W oy MSTs SH =, JIsXIgste] Het

20229 Aol AA I & 1dofrh Ad 20239 & W9 dE)F 71E
EAE= dAZP(decoupling, BE5F3PoIA t]]27(de-risking, HE Fshoz &

= gkt v ok 3}015 = v=e] gE|ar] Aol BE ZoplA vF Ve
I AA7E EElEe Ae Foke Ao| ofd, AR Sl Vel 23S 9

T7RtEeL A 4% HOFoﬂ/ﬂD} FEBAIE Sh= Aol2tal Ax3t vE QU Hiol= AR
o] YAy 7|12E ‘FL uig, 52 AH(small yard, high fence) Aoz FHE]
HA| F2 12 FASEE ] vl= JIRE AT 4= Q= 7IeoT IttEE Aes
AR o

254) ergengruen(2024.02.08.), “How Tech Giants Turned Ukraine Into an Al War Lab”, 7/ME. https://time.com/
6691662/ai-ukraine-war—-palantir/ (Z4: 2024.10.20.)
255) ibid.
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2023 44 w|=9] tiF(#HH) BAF A tish Alo|= dejH(Jake Sullivan) 57}t
FH HATR W= HAEGC| oy}t HYAFS ok Aol SR 11
HHA v SEEAE A 482 7I=Y ¢ Ae TIed] A 2 HE A
ojgtal 7zt vh Qlvk. ¥ AR vl AlA AAl0 Aol E & e F
o] ZAS UAELG S FoHA] Pttt B2 G7 5|2AWF AA4eE 354
T 3o g3t geAay] AME PASHYTE256) 202349 6¥€ US-EU TTC(Trade
and Technology Council) 54 E3t =A|E3ke} otHE Asfst= o AT}
BAEEZ AT o Qe olE0lA FAE T BEY oke] diolztal HrlkE e F2
P19 7] Aol 7] 7Y AR, A, XA B2HE EXEHE= AL Y= A &
B9 ol9o] UY&Z FESI3ITE257)

==

JE, Sasolut o] HolE ek Zo] B, SR, EE 5 ojrie]
%4 4187]450] ZAHOE B8E U U 4 %

-

a)

o
=
o

of,

89| o] &5 s]goleie
ul% AT A4S 50 A 87 Sol4 A& Bobs Selw B A
o} Alofo] AAD 4 P2 B 4 Stk WA AWE wle} o] | R AAI
I Qe WY Y 714 14717 EE el a91Us)o] Sy A1871% gAEd
wghel Zlgolth webd vlae] tiER Avle B4, 2 vl ehno] 9i%o] € 5
ol TASHE 4 Qs V1AERS TR AR Ty He £L U

o=+ 20194 sto]TH|AH(Hikvision), W 1H](Megvi)Q} &2 AUFA|
71€71952 AAYLE &1L, 20209 AlA 9] =8 APFRRES 717
AZAJA DIIE AA HAEof =9 B QUoh HlolE AF= 20219 0¥ S5 A
A, T wofol] TARE QIAF W 2Z1 50 tigt IR FA AAE THEFAL, o
FEo} Zo] thro] AMEIMAIE ] AlA ti/del EE| QUct.258)

(small yard)7} obd AF3] €2 2oFe Aoz g & S HoFal Q.

256) Miscik, Orszag and Bunzel(2023.05.24.).

257) The White House(2023.05.31.), “U.S.~EU Joint Statement of the Trade and Technology Council”. https://
www.whitehouse.gov/briefing-room/statements-releases/2023/05/31/u-s-eu-joint-statement-of-the
~trade-and-technology-council-2/ (Y : 2023.06.14.)

258) The White House(2021.06.03.), “Executive Order on Addressing the Threat from Securities Investments
that Finance Certain Companies of the People’s Republic of China”. https://www.whitehouse.gov/briefing
-room/presidential-actions/2021/06/03/executive-order-on-addressing-the-threat-from-securities
-investments-that-finance-certain—companies-of-the—peoples-republic-of-china/ (ZAY: 2023.06.06.)
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[E 3-6] 0|2, £ FA=SH| HxH 2IAE (2021.6.3.)

(R3S =20k 712D

SAUZXISA (AERO ENGINE CORPORATION OF CHINA)

Z CH UAV R%t3|At (AEROSPACE CH UAV CO., LTD)

FSHEYATE REHEA (AEROSPACE COMMUNICATIONS HOLDINGS GROUP
COMPANY LIMITED)

SZ2FM FASA (AEROSUN CORPORATION)

QI=0| I 0|EE F4Y F8talAF (ANHUI GREATWALL MILITARY INDUSTRY COMPANY

LIMITED)

SHEESYIE REEAL (AVIATION INDUSTRY CORPORATION OF CHINA, LTD.)
SHEABIYIE S8™HHI|E |8t8lAt (AVIC AVIATION HIGH-TECHNOLOGY COMPANY
LIMITED)

SHYSSYIE 53 FetaAL (AVIC HEAVY MACHINERY COMPANY LIMITED)

STAESYIE &= MV IE RSt (AVIC JONHON OPTRONIC TECHNOLOGY CO., LTD.)
SHEABSYIE HYEB7|R8EA (AVIC SHENYANG AIRCRAFT COMPANY LIMITED)
STYSSYUIAE MASSLYEIE REHSIAF (AVIC XI'AN AIRCRAFT INDUSTRY GROUP
COMPANY LTD.)

SHEBFLMATE R85IAF (CHINA AEROSPACE SCIENCE AND INDUSTRY
CORPORATION LIMITED)
SoYEFLE7|E 78t2AF (CHINA AEROSPACE SCIENCE AND TECHNOLOGY
CORPORATION)
SRS LFTEIJUXRMA R8t5AF (CHINA AEROSPACE TIMES ELECTRONICS CO., LTD)
SHESTXAAE REHS|IAL (CHINA AVIONICS SYSTEMS COMPANY LIMITED)
STAH0[AM Rota|Ab (CHINA SPACESAT CO., LTD.)
0{Z20|AA (GUIZHOU SPACE APPLIANCE CO., LTD)
Al Rt IAf (JIANGXI HONGDU AVIATION INDUSTRY CO., LTD.)
S95EK017|= R8tS/AF (NORTH NAVIGATION CONTROL TECHNOLOGY CO., LTD.)

rol
foh

(FXSA B=H| 20F 718

SRSAAH R8S|AL (CHINA COMMUNICATIONS CONSTRUCTION COMPANY LIMITED)
= 84 A4 & (CHINA COMMUNICATIONS CONSTRUCTION GROUP, LIMITED)
= ™A FAEAF (CHINA ELECTRONICS CORPORATION)

SN |25 FASAF (CHINA ELECTRONICS TECHNOLOGY GROUP CORPORATION)
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= ZHY SAOE REHE/A (CHINA MOBILE COMMUNICATIONS GROUP CO., LTD.)
S=2HY RBHEAL (CHINA MOBILE LIMITED)
S=AYEL RBHEAL (CHINA SATELLITE COMMUNICATIONS CO., LTD.)
Xo|LieeE R8tEAt (CHINA TELECOM CORPORATION LIMITED)
oL F (CHINA TELECOMMUNICATIONS CORPORATION)
XO|LFfUE =& (CHINA UNICOM (HONG KONG) LIMITED)
= FLIOEE HESA (CHINA UNITED NETWORK COMMUNICATIONS GROUP CO., LTD.)
AL AX|OF OpO|Z2YHMERYA REH5|IAF (CHANGSHA JINGJIA MICROELECTRONICS
COMPANY LIMITED)
BIR| MRS (SEMICONDUCTOR MANUFACTURING INTERNATIONAL CORPORATION)
AN BH 21 FetSAL (SHAANXI ZHONGTIAN ROCKET TECHNOLOGY COMPANY LIMITED)
SEAXXNEHY|7| Ft8lA (ZHONGHANG ELECTRONIC MEASURING INSTRUMENTS
COMPANY LIMITED)
SHEXHA|E (FUJIAN TORCH ELECTRON TECHNOLOGY CO., LTD.)
&IXS? 5t0|3H|H CX|E7|& (HANGZHOU HIKVISION DIGITAL TECHNOLOGY CO., LTD.)
Stllo] EXREY |etElA (HUAWEI INVESTMENT & HOLDING CO., LTD.)
steo] 7|& |stslAt (HUAWEI TECHNOLOGIES CO., LTD.)
RIA & FetE|At (INSPUR GROUP CO., LTD.)
A WO ™A f8tsAF (NANJING PANDA ELECTRONICS COMPANY LIMITED)
Tt MX2E (PANDA ELECTRONICS GROUP CO., LTD.)

IZI

IZIH] IZI

(Ut 23 mMx 7|1

= YA 7|& of7too] (CHINA ACADEMY OF LAUNCH VEHICLE TECHNOLOGY)
S U8t ARt ™M= FASAL (CHINA GENERAL NUCLEAR POWER CORPORATION)
= of Y XX} FASAE (CHINA MARINE INFORMATION ELECTRONICS COMPANY LIMITED)

S==YHIZA (CHINA NATIONAL NUCLEAR CORPORATION)

ST LM RFSAL (CHINA NATIONAL OFFSHORE OIL CORPORATION)
SHE3YIE F82At (CHINA NORTH INDUSTRIES GROUP CORPORATION LIMITED)
STAHAR|LOZSAL F8tEAL (CHINA NUCLEAR ENGINEERING CORPORATION LIMITED)
SHETALSA R85AF (CHINA RAILWAY CONSTRUCTION CORPORATION LIMITED)
SRR RESAF (CHINA SHIPBUILDING INDUSTRY COMPANY LIMITED)
SARMSYIENHSA F8t2|A (CHINA SHIPBUILDING INDUSTRY GROUP POWER

COMPANY LIMITED)
S=ESYIE *EtS/AL (CHINA SOUTH INDUSTRIES GROUP CORPORATION)
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ST GEMSAL (CHINA STATE SHIPBUILDING CORPORATION LIMITED)
SoofLAXLHE Rts|A (CNOOC LIMITED)

S=oHURANX|LI0fR 1 (CSSC OFFSHORE & MARINE ENGINEERING (GROUP) COMPANY LIMITED)

IAEIOE REHEAL (COSTAR GROUP CO., LTD.) *#StHE H=E

s MY7|IA2E (INNER MONGOLIA FIRST MACHINERY GROUP CO., LTD.)

(Uit BXF IHIED

o282 =22 4L

El %6,_§_| t (PROVEN GLORY CAPITAL LIMITED)
O2E OfH FHIE REE

At (PROVEN HONOUR CAPITAL LIMITED)

VEAE, 5 5 A4 Ag7Ies0] AAoA 2851 v A<} o] Hsist
AA A o olEfet A87lE=el I AR sl A e & Al o
A2 olF 8= 44E Ad Hd7Ied Hit A9 Welet AeS oS Sz
Ak, o= AR AAFEIF(BIS 20249 12€ F=0] WU 5% FYstollA LA

o

AsE 2ok A ANel) SIo) Se] 2AME Ak WA AL ok AR}
7] Qi 5257 A5HE LESL, 140740] Gt SH71YS A A
OIS AR oA AN HEE] AW FaT 24 §4 Hop
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ma(HBM)oﬂ 5 Ale 54 So| EarEIch, olo} Feisio] M2 e
B xmwa | e gHeks WAl0R 714S S RIS HEs]
S5t Aol AEFT A ALY 7|43} 1eot9E HTFHolT FALOR BT
IR P Arolakn YSten oi g
QFEL 20224 109 B3 A 88 ol Jé 4 A R e AR

) 9 A BES ol 2023 1083} 4ol lolEE FH %
mehEA A e sl vt glck259

ol

259) US Bureau of Industry & Security(2024.12.2.), “Commerce Strengthens Export Controls to Restrict China’s
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HB% M2 J1&2 o{EA ¥=tAZI=7} (Technological Pull)

HholE AR FY olF 20244 49714 W= 31970 F= 7192 AA BlAE]
23 2024 2¢ 870 71}, 4l 6719 F=719 HES FUHhEA EFL HRE
A1719] 3067 714l thet Al HAEE 25t 49 F7HE 719 F 470 719
S29 ZAF el 8-S XYt el wlsA S e 998 2RI AL
o= AR Aol HETh E ThE 719E BAlor A 2EE AYshs AR
ERzlo] E A, oA WA 7192 olte] 79l 7] BES TGS =9l F
Thl g2 9ol Stk SR3E S ANERIFAHAVIO), Wz H AXAA F2
H 2 (YMTC), &Fo]uEHIU(China Mobile) $-& Eﬂs}oq WO =g =3 7|¢o]
AR FAEC] QF HE Qlrh260) off e} o] w52 AT 3607 Z2 AtolH QtH
1ol 38 BGI Genomicsi} 2 vl 7]?3%%1 A1571&3 AAE HA 719E
< A et 22 A Z89 olfE FHASHA AA FAE &1L ik ofH
= [E 3-6]of =3 71?ja~g AlQlstar AEA F7HE 719ES] HAEO,

N

[E 3-7] 01=0] 32| ZA 7IY2= et Mx 2|AE(2024.1)261

* 20219 MMAE 23 7Y
** DolAlet o oEE 7Y

(AIBX[s MOIH & CXIE 7Ie)

360 29|z FAISIAF (360 Security Technology Inc., Qihoo 360)*

HO|A M 1H| HIZ=ZX| FAlg|AL (Beijing Megvii Technology Co., Ltd./ Megvii)

HIOIN =OHR &9 ME7|& {8t3|AL (Beijing Zhidao Chuangyu Information Technology Co.,
Ltd. / Knownsec)
2RI JER
LY MEMAQSHS|

9-| t (CloudWalk Technology Co., Ltd, CloudWalk)*
A (Dawning Information Industry Co., Ltd./ Sugon)*

toln |'0||

Capability to Produce Advanced Semiconductors for Military Applications”. https://www.bis.gov/press-
release/commerce-strengthens-export-controls-restrict-chinas-capability-produce-advanced

260) Cohen(2024.04.12.), “Biden Surpasses Trump’s Record For Blacklisting Chinese Entities”, Fastbull. https:

/www . fastbull.com/news—detail/biden-surpasses-trumps-record-for-blacklisting-chinese-entities—3
826784 _0 (FAi: 2024.10.28.)

261) “Entities Identified as Chinese Military Companies Operating in the United States in accordance with Secti
on 1260H of the William M. (“Mac”) Thornberry National Defense Authorization Act for Fiscal Year 2021 (Publi
¢ Law 116-283),” https://media.defense.gov/2024/Jan/31/2003384819/-1/-1/0/1260H-LIST.PDF (ZA4:
2024.10.28.)
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228 E AHZUAOIM 7|& {35t5|A (Global Tone Communication Technology Co Ltd., GTCOM)*
S|At0] 7|= (Hesai Technology Co., Ltd., Hesai)

LA} 7|1& (NetPosa Technologies, Ltd., NetPosa)

A510] O|F WIEQR7|& (Shanghai Yitu Network Technology Co., Ltd., Yitu)

Xzt Ctst 7|1& (Zhejiang Dahua Technology Co., Ltd., Dahua)*

HF JOUAV Xtz3t 7|& {8t3|At (Chengdu JOUAV Automation Tech Co., Ltd., JOUAV)
= MRS TP I& Q815IAH (Chengdu M&S Electronics Technology Co., Ltd.. M&S Electronics)

(= MAVIE I8

BICMMAEZHIE HIO|RX|IAL (Semiconductor Manufacturing International (Beijing)
Corporation, SMIC Beijing)*

Bt HX ZHIE AMAXA (Semiconductor Manufacturing International (Shenzhen)
Corporation, SMIC Shenzhen)*

Bt HX 2HIE EIRIXIAL (Semiconductor Manufacturing International (Tianjin)
Corporation, SMIC Tianjin)*

BIEAME HE=2TE (Semiconductor Manufacturing South China Corporation, SMIC South China)*
SMICIZ(SMIC Holdings Limited, SMIC Holdings)*

SMIC 881775 (SMIC Northern Integrated Circuit Manufacturing (Beijing) Co., Ltd, SMIC NICM)*
SI\/IIC A8l 15 (SMIC Semiconductor Manufacturing (Shanghai) Co., Ltd, SMIC Shanghai)*
ZAMA 87|52 (ShenZhen Consys Science & Technology Co., Ltd., Consys)

DJI &AI7|= (Shenzhen DJI Innovation Technology Co., Ltd., DJ)*
XM LWH|AHO|M 7|& (Wuhan Geosun Navigation Technology Co., Ltd., Geosun)
|IHIEEI (Yangtze Memory Technologies Co., Ltd., YMTC)

2 {0 o> o>
I3 r°" r>*' r>"

F

0

HH A

[

71

A 0P R &H| {eret &= (Advanced Micro-Fabrication Equipment Inc. China, AMEC)
BGI Alms FAl3lAt (BGI Genomics Co., Ltd., BGI*

Z227ItSIEA R8H5|AL (China National Chemical Corporation Ltd., ChemChina)*
E3=2715I5HE8HIES A (China National Chemical Engineering Group Corporation, CNCEC)
SAMHIEZA}L (China Three Gorges Corporation, CTG)

Z2EXIFASAL (CRRC Corporation Limited, CRRC)*

0

J°|'

HIMHTE 71

IDG 7HI|E IIEHA (IDG Capital Partners Co., Ltd., IDG Capital)
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o HI3%E MM 7|&2 O{EA| HSIA|F =7} (Technological Pull)

A7led] g3 A4 Fde] Wst KolA vl 7RIS 8 S5 22 473
=] "t H7le AAe A& Fi=L glor, off Izt go] F= 7|hf |
S AR eIy AR A%<l 20238 F43] SHtke A & 5 Ao 53] §
23 AFA S 2ok ZAT FRATT 38§ 2ol F=o] HTshe A Adshe +f
Aol 82 7ot AEE Z=5(Entity list2 F7IIEE olf2 S= % 7|8 X9
o AR, SAF = VTE 2A00 AAE TIetal s A%t vi=e] 8 o F 5
Wk EQIe202) AL =710A9] Mehs 28 7IeAdels Bt 9%
A3 Fe & & A

Biden Administration Has Listed Most Chinese Entities
Exceeded Trump administration's efforts with most recent listings
B Chinese entities added to entity list under Biden M Under Trump

Previous administrations
150
100
50

] T T T T T T T T T

1998 '00 ‘02 '04 ‘06 '08 10 12 14 R 18 ‘2 ‘02 2024

Source: Department of Commerce, Bloomberg
Mote: Includes entities based in Hong Kong. Data as of April 11, 2024

[12 3-7] 02 S FEo| 52 7|9 HEJE] 2JAE26I)

262) Cohen(2024.04.12.), “Biden Surpasses Trump’s Record For Blacklisting Chinese Entities”, Fastbull. https:
/www fastbull.com/news—detail/biden-surpasses-trumps-record-for-blacklisting—chinese-entities—3
826784_0 (HAY: 2024.10.28.)

263) ibid.
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Ae FA ok "HE HePH(Biosecure
Act) 0] /3t sHoflA 22t HojE Agolnt. 2024 29 T vl= AJE o] o]
HORS thF= AHLSolA S5 AL SAIfE0] nj=xo] A APitEE 59
glo] F=of o]MPtL Eo|EF4lo] HESH, o]% 3 6 Hlw A HEQE S
A3lo|A Y= HobHoto] Enbelgirh264) 20249 3Y 299 w]Z 3HY ZZTA}
Efe = Ao B AghE B9 5= BGI A3AF 5 770 719 FAIHE
A 550 F71d AZ S5 v Qe vo|= AHA sHQY 52 F9°] ZAHY
2995 Hstr] Yol T4 WY (Synthetic pathogens)& TH=+= 5 Hio|Q 7]&9)
A o8& & W] H2oll T7Y 70 719 T HAPIY WHel SHE AE 8
A3 ARtolls FAA 24 AHE st FRA B4 AHIAE AlSshe BGLY
Z+3JARR1I MGI Group ¥ Complete Genomicsy S= AWt d}t AA =] Qlo]f
SA] AR gto] Zafof Strtal £51al, BGIQ] A[3ALe|R} ul=of A AMFS &85
21 3= o]l A(Innomics) @ AEYA(STOmics), = TgHE QA
(Origincell), B vlo] @ Hl(Vazyme Biotech), 2tAHICO| 2 (Axbio) 5 770 7|9 %
AFotAt. At FAAREA H] E ARLE BRo| HZ St Sl ofAHOlR
(Axbio)= = =9 7139 A AP TOoHA BGI € #Alofele AAE 7]Ho]
2hal 61 inh265) oF HF Hlo]Q 7]|&9] AR} s AdS Aol £ 71ESA B

s 2Agkn & % ek

o

264) FA0|E{(2024.04.04.), “0|= oFH2IY, ZHEL0| 770 5271 7KH| T =71 QF". https://newsmeter.co.kr/%
EB%AF%B8%EA%B5%AD-%ED%95%98%E C%9B%90%EC%ID%I8%EC%IB%I0-%EA%BS%AD%E
B%B0%A9%EB%B6%80%EC%97%90-7%EA%B0%IC-%EC%A4%91%EA%BS%AD%EA%BE%B0O%E
C%97%85-%EA%B7%9C%EC%AN%IC-%EB%BC%E0%EC%83%81-%EC%B6%94%EA%B0%80-%E
C%9A%94%ECY%B2%AD (ZAil: 2024.08.20.)

265) /bid.
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H3% MU 7|22 oA Bi5IA|71=7t (Technological Pull)

= B3 Uk FE9 oF &k 7le] He +EEAR Hsol AL ot B
= 9 & & O AR S Efskal glokal g=st
i, FoF TR FE QA AR 3 A S A HE Vs | AR dis Az
< 2 A YT S AT saSA, ST AR
AR= 20249 79 1952 57IQEES} o] Al 47] W] F&-95F = AR

B 52 AR} o B2o] 0

AAtste] 28 s7IskES shglth Ao

i
59

-

Fo ARE, S| HEA, SYTAY AHEAE s E2 5o deiAE SEBAIE T
Agtstict. T2 T F37] 284 24 A3 D 240 Bt FHER TR
AN E RN AL), S SIS 2024 14958 &4 72 357 &
T F50] g $58A4 2AE 2FSPIE ek oA ], & i #lolH,
1A EAE golA E I &7 Au7E A "ol 7=, B AH[RE EE9
et JA] BAl= AR 7HIAAR 23}, v HY, of =8 APle $AIE BA H
il

[e)
g el P37)0] AHgo] 2AH FHEA ] YT EA|5H26)

w

i

0

=

SAEEE= TREEAE o oA FAMEE 7S WA ot &84 =
sl ot SEATEE 202449 9Y 15Y Wit 489] o]F &% EAS 7}

= 4 2747 5 #A E50] it +EBAE AAIST L 8F3iT}.268)
20249 12990 ZF, A2 5 °l% &% 52 tv] =& SA& YRt vt

o} FRE Flhne} ololg Lsty HEAL 5 A RS oY) 9 4%

266) EEErPEKPMGChina(2024.06.25.), “PEHRENEDMZMAFUSHENMESCEEOES | EERPER S
BRI https://mwww.sohu.com/a/788260582_120070887 (ZA1: 2024.08.29.)

267) B5iR(2024.08.01.), “=2BI] : RALBEEANHOEFIERE , 981 BEEALSE. https://new.qg.com/rain/a/2
0240801A07HWG00?suid=&media_id= (ZA12: 2024.08.29)

268) #miRk(2024.08.22.), “BSE  PENEEYMEHOEFHAH IS ERMMX" . https://www.bjnews.
com.cn/detail/1724314687129918.htm! (A4 2024.08.29)
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%Xﬂ%" %ﬁ}ﬁ}ﬂi ﬁx*'iﬂﬁh_—’ ElgE %5%011*1 A /LH 7_% O]Z &= 55 =7

olF% Al87Ies] A}, IEal WAY el dAe vls A= A SollA
J o 7|g9| dEsle} ol mE Y|eAste] ek
SAHAL Qlet. A2l A At vieh o] eastoluy A & B9 FEUAL Qe
il 5 g, J8a O ARelA ] Ter|dee] Bole 3%
38714 BHNA 71ed AR FdY W) Tlerlds A9 Al Bt ==
9] Zolgks HollA vF 1t Ad7le S84 4 ko] 34

ol

A METAPDISO| FAF YR B SO} JIEXPYSIo| Ha}

PeLefolt AP o dEIGe| stz s S B2t 2t 71eAe) 2
Sefolu} A AF AT F7FSL Aol s o
A9 B\ AAE AR, e A Aol p|e 27 oh(eh2IAlo}
T= A9y ZleAdolge &9, 1EA Jd 71e7|de ST AY 5=
HiF o2 Jd7|s +E6A1F Aoohs o, oAb A% 194 AF7& =412 ol

< &= 71eol gt fAF = 1] oAb, A dEle gyl delskal o %

Aoy A o]F HI=A F JHH7ed HE =54 %B—*M gjAloteto] ok
A9 &d2 AAo] Holrle AAsto] mAs FFE HolF= HR®AQ] AL
3}k 2= Qlt} 270)

o
¥

(0]
o,

(0]
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gS
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LT r
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mlm
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N

ﬂPl>

Saztolt AAL Herle WY Gt olelolE FWE 7 4 WIF 7
A AT Y 1$FGL BT Ut A8 7169 AR 1Y 7 BEE 3
T AT vl A SS9 2AE 750 opud RN S92 AW
Feo] 458 255 Ak ATAS, BB § A87%0] 250k Uk A P4
o Wske S o] Hoks S WL Yk Wy A/1ES PR 1k ok

269) #5585(2024.12.03.), ‘BSHAE2024F5465 RTNBEERR YN EE HOSEFHNAL'.
270) RHCI0|Lt TR EIH 27| RF S 1ol [£2] =X §20| HMS HIARI FQ8H AP 7 EIR!CE RFE0|(2022) B
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S ftEV4S] Sa%t |9 ofdurt Hi v w=o] A F
(NATO), 2#AX(AUKUS), F=(QUAD), 2 g8, n]-d-o5
Az EUAS d4] odltt® olF &k V&, & 5
A 41&71E 2okl gEol SHistal Ut

ul=, =1, @50 32; QtE ARl @ AAAUKUS) = B 2] Hd=(Pillar 2) 02
FoEAES =7l A8l =9 B9 TP, ARV W 3 dEs A¥sk
Utk AL A(Pillar) 29] H= Fok= off #eof o] 6719 Hd - OsiA
AT @FA Bt GRIFAE E A2 @FT Ao G254 @R -=oket g4,
AR T = % g/ 97 a8o = 1AL} Pillar 2= F30] o]F 850] A5V |&
2olollA ZRJekAL Sl AP S8 Eole AL EHE Ho|aL Qth27)

[E 3-8] RHA(AUKUS) Z2KPillar)2 2A|2 &2 20R72)

oK 2 (undersea capabilities)

LAt 15t (quantum science)

QI XI5t Xt (artificial intelligence and autonomy)

O AHO|H| (advanced cyber)

z22 2 & =22 (hypersonics and counter—hypersonics)

HXHH (electronic warfare)

M M2 ZL (Innovation and information sharing)

HeF HH Yo HE T2 (Deep Space Advanced Radar Capability programme)

A= QlE 2 224 IF0] v F 9 93 583 AJYA 9T
St Ao7 7REH 9or. dxF 7|& Hofr QAA UA ﬁ(AUKUs Quantum
Agreement)— Soll $1A, ¥ L Eo|yE 3t I} 7|e B @8 A2

Shlt. eALe ERE SiA 2R A2 ZRAES B A a5 AF o] F

271) Parliament of Australia(2024.08.15.), “AUKUS Pillar 2", https://www.aph.gov.au/About_Parliament/
Parliamentary_departments/Parliamentary_Library/Research/FlagPost/2024/August/AUKUS_Pillar_2
272) & B Offf 53 93|et B2 9|3 AiEE EME Seitt 2AA Pillar 29| FH7|& &= 20F
UK Parliament(2024.09.02.), “AUKUS pillar 2: Advanced capabilities”. https://commonslibrary.parliament.
uk/research-briefings/cbp-9842/
Parliament of Australia(2024.08.15.), “AUKUS Pillar 2. https://www.aph.gov.au/About_Parliament/Parlia
mentary_departments/Parliamentary_Library/Research/FlagPost/2024/August/AUKUS_Pillar_2
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UENATO)E 20224 A2k /d(strategic concept)olA] A& 3} 7]|&(emerging
and disruptive technologies, EDTs)0] A9 d&Z ®HIIA|7|1L o & A=Y F
8AZ g5ot1 vl FERsHEA T 7 A8 A 918 FAISH
flsll FAle XI5t FAE SgoF gtttal xRkl vk e 20229 A &
W= o) drle dEle S5 As =8 eAS A (Defence Innovation
Accelerator for the North Atlantic, DIANA) & A®st, 4T84 S2lstal
st 771 & Wzt @4E &85h] I8l ke=stal Qlth.274) ol #= UETH
W= 7+ g4 FY 4 BofR AR diV|e Eoksolth

B 3-9] LIE(NATO)Q| Orff &A1 8% & 7|2 EO} 279

RIZX|s (artificial intelligence)
XEH|A (autonomous systems)
LAt 7|2 (quantum technologies)
HESH 7|1} 27t 5471 (biotechnology and human enhancement technologies)
% (space)
84
A

AAE (hypersonic systems)

O1I|—‘|?(|52f == (energy and propulsion)
XM 41 HEYF (next-generation communications networks)

273) UK Parliament(2024.09.02.), “AUKUS pillar 2: Advanced capabilities”. https://commonslibrary.parliament.
uk/research-briefings/cbp-9842/

274) NATO(2024.08.08.), “Emerging and disruptive technologies”. https://www.nato.int/cps/en/natoha/topics
_184303.htm

275) ibid.
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3% M2 7|1a42 WA W5AIF|=7t (Technological Pull)

UES IHAIEZIA(DIANA)= 202390 A 3719] TUs M| T2 THE A
Z¥sto] 4478 SRS Aokl 2025W0] 6] 7HeEE miE e o] gAlvket
Y = Q= IHE 2 doh UE= AlA Fx9) bd=r4 fiAzfug HEQl 10
212 53d99) NATO g4l 7|52 23l 59 AA0A 71e84E& AYsH]
et =2 o|UMEEES 33 YE= 59 AAolA He|A(deep tech) FAl
HRAE ZAsbetazt star ok YE= Alsto] UHE FAIYS(NATO Innovation
Board), UE A151t77|& AHEJUS|(NATO Advisory Group on Emerging and
Disruptive Technologies), HE&E dlo]&] ¥ QX5 AEYHYUS|(NATO' s Data and
Artificial Intelligence Review Board), @AY FA AHFYE|(Transatlantic
Quantum Community) 5 A187]& A1 B opefst 7|45 Fa1 QUc}.270)

[©)

Ol

QAAL}L UE o|Qof| theFet A, TRt ¢t FHo] 7|ed4ld AR G 91
g‘roﬂ neh A187e @9 59 dAZoz =1 Qlrt 20249 11€¥ v+
A 3o AT QoA B FF-9F aA AZAIA”Y] 27 BE HHY]
HES 7Iols| &2 51ch277) AE S Al mlo]Holo| Z(Five Eyes: H|=, 9=, 7
U}, 25, 7EAH5)= 94 Bo(Secure Innovation)g EHAIZ|IL, A5 7]€7]4,
A7A E BAA; B @ EQlo] FES|R ot9t).278)
Hofol= AR Fdoll diSste] AAoNAQ A5 FAIsH] Sl
ojQlo= &34 FHH Lo] A= B2 BT A A= Els
FEr ZotE 1 ek v 20224 10€¥ BHeA| 254 A3tz Ae B 27 Y
A A5

> -1N

ine) Ji“u

.>.i

A eEEAY AHE A7IA7IH, 38 FoE At vk Ao A2A AAGA 2
12t A4 ofF=oll Al AV F=2 47| AUS &8 HollA B4 4= 9l

H5iet A EARO|A HY AEMNS £ Hrfjsle ARE AZskaL o]Ao]

rlr 1:1*

276) NATO(2024.08.08.), “Emerging and disruptive technologies”. https://www.nato.int/cps/en/natohq/topics
_184303.htm

277) Defense Scoop(2024.11.17.), “US moves to enhance military tech partnerships with Japan, Australia”. https:
//defensescoop.com/2024/11/17/us-moves—-enhance-military-tech—-partnerships-with-japan-australia/

278) Government of Canada(2024.10.28.), “Five Eyes intelligence partners launch shared security advice initiative
for tech companies, researchers, and investors”. https://www.canada.ca/en/security-intelligence-service
/news/2024/10/five-eyes-intelligence-partners-launch-shared-security-advice-initiative-for-tech-
companies-researchers—and-investors.html
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&l MIG-15 £-84%F7] AA0 &85 d=dAd] F5H
ot o]z ) m=F FHE2 ARt £E5A AAE S5 &

T 8k 7l a4 F52 W= v vk ool =2 A&, HEd
s 2ot vj=e] 2 FH=S0] vlag HAE & e HtE S0l ASsHA
IS ASshe Zo] AA 439 B4 A4Skl Qi 20229 10 WA

A4 Hoko] £2EAG} |F A9 Joh FUIZ] et AR Foloh B
Qhiket 71542 0|7 9tk Hek(Brown)e 43549 ok SuRe] ¥
o] 2% aaeky sty ek, Aol Yoz W} 377 bt Aol
3 A% S5 AWAY A Zol, Fo Tt A B $254 2AE
91 o] obd TBIS P3| FolAlAor Frlehno] Fasheh Zolct.250
oJF% A157]40] $A A4 PO WSk FURY WY FHL FRAE A
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279) Allen(2022.11.17.), “The Only Way the U.S. Can Win the Tech War with China”, 7/ME. https://time.com/6
234566/how-us-win-the-tech-war-with-china/ (ZA4Q: 2024.12.03.)

280) Bown(2023.01.24.), “The Return of Export Controls; A Risky Tactic That Requires Cooperation From Allies”,
Forejgn Affairs. https://www.foreignaffairs.com/united-states/return-export-controls?gad=18&gclid=EAl
alQobChMI3Krbzejd_wIVWEpgCh2apAebEAAYASAAEGJHIFD_BwE (ZAIY: 2024.00.00.)
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“ Victory will smile upon those who anticipate changes in the character

of war, not upon those who wait to adapt themselves after changes occur”
- General Giulio Douhet 281
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281) Krepinevich(2023), p. 400.
282) £XK2023), p. 119.
283) EE(2007), pp. 48~49.
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284) Biddle, Stephan(2023), “Back in the Trenches: Why New Technology Hasn't Revolutionized Warfare in Ukraine”,
Foreign Affairs, Sept/October 2023. https://www.foreignaffairs.com/ukraine/back-trenches-technology
~warfare (ZAQ: 2024.12.14.)

285) 2E(2007), pp. 48~49.

286) EE(2007), pp. 49~50.
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287) AR - #A8h55(2024.02.27.), "B HERESE | 5| X EREEMREIEARD : A, https://Mmaww.the
paper.cn/newsDetail_forward_26470186

288) Volpicelli, Melkozerova and Kayali(2024.05.16.), “‘Our Oppenheimer moment’ — In Ukraine, the robot wars
have already begun”, Politico. https://www.politico.eu/article/robots—coming-ukraine-testing—ground-ai
-artificial-intelligence—powered-combat-war-russia/ (ZA: 2024.10.20.)
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289) HIE(2007), pp. 884~885.
290) O’'Hanlon(2021), p. xi.
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291) UK House of Lords International Relations and Defence Committee(2024.09.26.), “Ukraine: a wake-up call”.
https://publications.parliament.uk/pa/Id5901/Idselect/Idintrel/10/10.pdf (ZA4L: 2024.12.08.)

292) SatelliteObservation(2023.02.06.), “France’s Space Commander shares lessons learned from Ukraine and
future plans”. https://satelliteobservation.net/2023/02/06/frances—-space-commander-shares-lessons
~learned-from-ukraine—and-future-plans/

293) Global Security Review(2024), “France Doubles Down on Space Defense Tech”, 2024.09. https://globalse
curityreview.com/france-doubles-down-on-space-defense-tech/ (ZAY: 2024.12.14.)

294) Kirichenko(2024.10.08.), “Military Lessons for NATO from the Russia-Ukraine War: Preparing for the Wars
of Tomorrow”, HJS. https://henryjacksonsociety.org/publications/military-lessons—for-nato-from-the-
russia-ukraine-war-preparing—for-the-wars—of-tomorrow/ (A4 2024.11.01.)
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295) US Department of Defense(2024.12.12.), “DOD’s Chief Al Officer Launches Rapid Capability Cell, Frontier
Al Pilots to Accelerate Adoption of Cutting Edge Tech”. https://www.defense.gov/News/News-Stories/
Article/Article/3999805/dods—chief-ai-officer-launches-rapid-capability—cell-frontier-ai-pilots—to—-acce/

ZAal: 2024.12.16.)

296) Secure Defence Collaboration(2024.10.16.), “Five Technologies That Will Push the Defence Industry into
the Future”, https://securecloudplus.co. uk/five—technologies—that-will-push-the-defence-industry-into
-the—future/ (ZAHQ: 2024.12.10.)

297) Peckett(2023.09.28.), “UK Defence Tech 2023: A Summary”, Beauhurst. https://www.beauhurst.com/
blog/uk-defence-tech-2023-summary/ (ZAL: 2024.12.10.)
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299) Jones, Egan and Rosenbach(2023.07.31.), “Advancing in Adversity: Ukraine’s Battlefield Technologies and
Lessons for the U.S.”, Harvard Belfer Center. https://www.belfercenter.org/publication/advancing-adversity
-ukraines—battlefield-technologies—and-lessons—-us (ZA1Y: 2024.01.29.)

300) Franke and Soderstrom(2023.09.05.), “Star tech enterprise: Emerging technologies in Russia’s war on
Ukraine”, European Council on Foreign Relations. https://ecfr.eu/publication/star-tech—-enterprise-
emerging-technologies—in-russias—war-on-ukraine/ (ZAY: 2024.09.22.)

301) ibid.

302) US Department of Defense(2024.10.22.), “Department of Defense and U.S. Small Business Administration
Announce First Licensed and Green Light Approved Funds for the Small Business Investment Company
Critical Technology Initiative”. https://www.defense.gov/News/Releases/Release/Article/3942474/
department-of-defense-and-us—small-business-administration-announcefirst-licen/ (ZA4: 2024.12.10.)

303) ibid.
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304) Global Security Review(2004), “France Doubles Down on Space Defense Tech,” 2024.09. https://globalse
curityreview.com/france-doubles—down-on-space-defense-tech/ (ZAMY: 2024.12.14.)
305) Mysyshyn(2024), p. 8.
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306) Bergengruen(2024.02.08.), “How Tech Giants Turned Ukraine Into an Al War Lab”, 7/ME. https://time.com
/6691662/ai-ukraine-war—palantir/ (ZA12: 2024.10.20.)

307) Franke and Soderstrom(2023.09.05.), “Star tech enterprise: Emerging technologies in Russia’s war on
Ukraine”, European Council on Foreign Relations. https://ecfr.eu/publication/star-tech-enterprise-emerging
~technologies-in-russias-war—-on-ukraine/ (ZA12): 2024.09.22.)
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308) Mysyshyn(2024), p. 4.

309) Baggiarini(2024), p. 258.

310) Thornhill(2024.04.11.), “War by algorithm raises new moral dangers,” Financial Times. https://www.ft.com
/content/f6c1b6ab-532¢-44b0-9caa-7c8714c85764 (MY 2024.10.21.)
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311) Hudson, Richard L.(2024.03.22.), “Pentagon advisors urge caution in tightening science security”, Science
Business. https://sciencebusiness.net/news/international-news/pentagon-advisors-urge-caution
~tightening-science-security (A1 2024.08.23.)
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312) BE(2007), pp. 888~889.
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Key insight from Ukraine’s novel use of technology during Russia’s invasion.
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313) Jones, Egan and Rosenbach(2023.07.31.), “Advancing in Adversity: Ukraine’s Battlefield Technologies and
Lessons for the U.S.”, Harvard Belfer Center. https://www.belfercenter.org/publication/advancing-adversity
~ukraines—battlefield-technologies—and-lessons-us (ZA4Q: 2024.01.29.)

314) £E(2007), p. 839.
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73 ool A2 Fole 14 AANA % 29 §F DoAY g P23}
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L R ofEge NAG Uk BE APl &3 2ol o Y Uk FES 3=
Stk Zolth webd 82, B2, sk AR/ ohd A4 AEle) Waye pEd
o} HAL U 4 9l 440 BAE nhisiAlo)] whizelch310 wtua] 7|4l
AR FA WSk Al7] ZAFEALY] HEAVES BolAY|T SAISHE A E3 FA% 7
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Alolet. Al87|&o] X5k AR FAFY Wl HolA mlF AR divl= HHA
o1& LA TS AAY QFAte] Wglo] Helsh= Higko 2 —a—ax]gop]: St 20243 )=
oty o5lof welrleyt WS FHLS AHES sk =7HeREd]
(Nat1onal Science Board)9] H?ﬂ’%}gi 304 Hhoj X%E_E ARAA JIARI L
Z(Dario Gil) IBM $48AE A A7AJAS APFch317) n)= FHEE= 20234
44 B H(Doug Beck) A o= H/\} S SRS A=H(DIU, Defense Innovation
Unit) =402 A3t v e}, Al HOJQJ(Defense Innovation Board) &J%C.

= ufo]E EEWI(Michael Bloomberg) A £E¥1 CEOE YYstct. ESh
20239 AEE SHEE Ay A 9 AlS Oﬂ% 3 (Force Development and
Emerging Capabilities) FAHO 2 FA|HX|SHARQ] wlo]E S ZH|Z(Michael C.
Horowitz) & A3t v At $-=gtoly AAo] e X3 F<l 2024d 59 Ao}
L AAEAR] etego] W2 QAT (Andrey Belousov)S A A0 2 QJrgs}e]
ot & ¥l AY Ql= HZ9 Aol 3 A2 AAEA} WHelAkdol digt
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315) £E(2007), pp. 875~876.

316) Douhet(1921), p. 291.

317) CSIS(2024.08.02.), “Forging America’s Tech Future: The Need for a National Computing Strategy”. https:
/iwww.youtube.com/watch?v=QiOWjjkdWaM (ZAY: 2024.09.01.)
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Sk, "I ARY M= WA Ao A B w7IRHEF 1/ A9
I 20| Astes sk ATolal ¥o|il vk tHel FAAA fARAE I
A7l AR ZFxsta, 7|d3 A5 7k 4714 fEYY 53 g4 S Ax
Skal QIrh319) wml=r SRR 202449 19 HRE TH7PEAEEA=H(National
Defense Industrial Strategy) & Wty 3&8 Qe 339 7=, 4|4 9 &
H {3 g5 A4 5 ddiskE oA AEA 159 284S FRFT320 b
=2 FHAAERAALAH(Defense Industrial Base Consortium, DIBC) 71EFA
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)1:

318) Velazquez, Sockwell, and Cook(2024.05.23.), “The Defense Industrial Implications of Putin’s Appointment
of Andrey Belousov as Minister of Defense”. https://www.csis.org/analysis/defense-industrial-implications
-putins—appointment-andrey-belousov-minister-defense (ZA1: 2024.08.30.)

319) UK Ministry of Defense(2024.12.02.), “Defence Industrial Strategy — Statement of Intent”. https://www.
gov.uk/government/publications/defence-industrial-strategy-statement-of-intent/defence-industrial-
strategy-statement-of-intent (A2 2024.12.14.)

320) US Department of Defense(2024.05.01.), “DOD Needs Competitive, Innovative, Robust Defense Industrial
Base”. https://www.defense.gov/News/News-Stories/Article/Article/3762494/dod-needs—competitive
—innovative-robust-defense-industrial-base/ (AAY: 2024.08.30.)
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st O A% 71@s0] =7 FAlskes Z2AE EhR 52 350% FAY
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7t. D|2jQtet Sgksisl Mg st 239 2|o4d: “0iAIQ! 2HIE(McCain
Momentum)”

22 vl=ol A AT R A IES =2 b 7 @ol AZE= oIk
717F et vi2 21Qlo] | & wiAII(John McCain) A€ol €] J&oltt. F=3t 2
Alote] =1} 7]o] Hi=A| WAsk= WA ml=to] FHAE f)7lo) AUPE 20159 F
A of%E 7}E](Ashton Carter) =H1E A3k} wj#|Q1 AHY 2H}Q|dA o] 3H Alg]=
B2 E Jesto], 28EY, 719, HMA|HEEAEqA =1 &ofol HAE 7IsiE
AS QR5AT} 322

AL e A 9}°]°15(Wired) Ao “dejEde)rt ojgA SRS =
AWV ek A= 22 AARHL, =9 24P 9947t = /\}E}Z] At
A SR M2 9%]41 AAp] sy Aot 2l Fasteh.323) Al FAP]
<= 8 FASk Aol B 2 Fdlitoly 5 U2 AR &2 i 84 ¢

2]
ic)

321) US Department of Defense(2024.01.31.), “DOD Launches Distributed Bioindustrial Manufacturing Program
to Bolster Domestic Supply Chains”. https://www.defense.gov/News/Releases/Release/Article/3662704
/dod-launches-distributed-bicindustrial-manufacturing—program-to-bolster-domesti/ (ZA1!: 2024.11.23.)

322) Loosararian, Jake(2024.09.27.), “We Need a McCain Moment to Save U.S. Manufacturing”, geckoRobotics,
https://www.geckorobotics.com/resources/blog/we-need-a—mccain-moment-to-save-u-s-manufact
uring (ZAH: 2024.10.15.)

323) O|=2] 4 R&ADE 198010 = R&ADE YXIZM 2015 oI =7+ & R&D2| 75%E RIX[oHL, OI=2] &% 44
LAAULRC| & Ot 7=22| AZHRADL| 27%01 S 1oL,

McCain(2015.06.10.), “Sen. McCain: How to Get Silicon Valley to Help the Pentagon”. Wired. https://waww.
wired.com/2015/06/sen-mccain-get-silicon-valley-help-pentagon/ (ZA1Q: 2024.12.10.)
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3 AT WR7F AEEH QI 201997F 202249 A
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324) McCain(2015.06.10.), “Sen. McCain: How to Get Silicon Valley to Help the Pentagon”. Wired. https://www.
wired.com/2015/06/sen-mccain—-get-silicon-valley-help-pentagon/ (ZA4!: 2024.12.09.)

325) Loosararian, Jake(2024.09.27.), “We Need a McCain Moment to Save U.S. Manufacturing”, geckoRobotics.
https://www.geckorobotics.com/resources/blog/we-need-a-mccain-moment-to-save-u-s-manufact
uring (ZA: 2024.12.10.)
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Lt IS XSS fiet 210 MIEX gt : 'S+ (The National Defense
Authorization Act, NDAA), S Offeta} &Y St sl Xj29| K=}
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326) Defense Scoop(2024.12.09.), “Congress to require rundown from DOD on approvals and deployments of
autonomous weapons”. https://defensescoop.com/2024/12/09/dod-autonomous-weapon-system-
approvals—deployments—congress—ndaa—2025/ (FAY: 2024.12.12.)
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327) Defense One(2024.03.22.), “UN adopts resolution to keep Al ‘safe, secure and trustworthy’”. https://mww.
defenseone.com/policy/2024/03/un-approves-resolution-ai-safety-and-advancement/395130/ (ZA1L:
2024.10.28.)

328) ibid.

329) House Armed Services Committee(2022), p. 1
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330) Commission on the National Defense Strategy(2024), “Commission on the National Defense Strategy”,
2024.07. www.rand.org/nsrd/projects/NDS-commission (ZA4: 2024.11.24.)

331) Commission on the National Defense Strategy ) About Us
https://www.ndscommission.senate.gov/aboutus/ (ZA4: 2024.12.10.)

332) National Defense Strategy Commission(2018), p. 99.

128 =sjojioiry



M4z A= : ojjorset S5 S (Integrated Defense Innovation) H2F

Asto] T U9 WARIAL A5 cloprt A Hofshs
ol 9o} AY Y= B4 P At HIAE
7

%

bl
232U o] 7Rt WY

o g% o] ] Tl o8] Xele] Boket HES olFA T o2 BAIH A
Ao £ 5 YES WA A4S FU b S oFY Whst BFH9l
EA50] A9 gl A7lel, T2 ARe] LA Avith S H410) Qe A4
o] Ak W T SolH 2l o8] AU HES} Aolo] o]
593} olge] a3t JlolE & % Ut

o5 W% 71&¥ Al A get Weke mjgiokue] glo] thrt ARES A%

3

9,
&
ot
N,
>
X
ro,
™,
Ho
H1
|
_>|i'
[?_‘]:—1‘,
o
il
gl
oH,
filo
o
f[rt
9,
=
N
i
o)
A
2
o
(v
ot
2
>,
"

sy, oo
o,
au
o
W
B
i)
lo
el
>
I
e,
o
~
>
0
e
Ly
>

Mo onx b

Ae AxeT 2AAL] ANNE BE BE 90| 4E
Q= TAFEA melofeh 2AfatA] ep=t). ZAFBIAlS] B4S ofF toksly] HEo
1A o208 WE AL AWl AlEs A 1A Jslolgos nE WS
gold sl AT 2tk 18T ofUe} H4L AwAje] BT Weo] 295
ol Wz} XAl Q2] STt S-S WslE AYslE o glo] Awel Basitt 39
Flt ohe, AAZE AR B SolA mlgieki AEAQl P4 4o 93
Holds Aze gl B 4 k. A TS A2 Frckupe ashH, A

£ ok 7R 5ol $s] Aol WA Aok AL AL 8T 9
t}.336) mlefehio] Tt Aloke] e F1&HAT A Hst ek, 12T A e
£A0] Aoz HERT $47)4 BN EEehy @ee oZoj s H4l 7
g4lo] ofi wuct Wask A|7]olch. 92 o)} gHko] vlef ek g X4l
4 A8 2 F4l Gegle] FAt B8 AR

il

=

333) Commission on the National Defense Strategy(2024), p. 87.
334) 2E(2007), pp. 49~50.

335) Wilson(1989); £E(2007), p. 866 M1,

336) Q- &4:0/(2021), pp, 119~120.
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Abstract

Emerging Technologies and the Future of Warfare
- Ukraine War and the “Military-Technology Innovation Nexus”

This study aims to provide a preliminary analysis of the 'relationship
between technology and war" as observed in the Ukraine war. Focusing on
21st-century core emerging technologies such as artificial intelligence, it
examines changes in the nature of warfare and offers insights and
implications for future security and innovation from a long-term

perspective.

This study examines the interplay between technological innovation and
warfare as revealed through the Ukraine war. It focuses on how
technological advancements are reshaping the nature of warfare and how
military and security needs are accelerating technological innovation. By
analyzing the Ukraine war, the report explores the interaction between
"technological push" (how technology transforms warfare) and

"technological pull" (how war drives technological geopolitics).

The Ukraine war vividly illustrates the reciprocal mechanism between
changes in warfare driven by technology and the technological innovations
prompted by shifts in warfare. The conflict has highlighted the role of
emerging technologies such as Artificial Intelligence (AI), drones and
satellites as pivotal tools on the battlefield, offering a glimpse into the
future of warfare. It has also spurred intense discussions about the
presence and impact of these new technologies, accelerating debates on

the future of warfare.

It underscores how war itself acts as a driver of technological innovation.

The Ukraine war underscores the integration of advanced technologies with
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military capabilities, illustrating the security implications of the U.S.-China
strategic competition. This includes the securitization of advanced
technologies, expanded export controls, and the decline of post-Cold War

transnational and trans-bloc scientific and technological exchange.

The core inquiry centers on the militarization of emerging technologies
and their influence on the evolution of warfare, as well as the role of war
in catalyzing technological innovation. This analysis also considers how the
Ukraine war has affected the strategic mobilization of science and
technology for security purposes, the support for technological innovation
through military investment, and efforts to deter innovation by rivals
through export controls. The research provides a comprehensive
perspective on the mutual influence between war and technology, offering

critical insights into the future of security and innovation.

This study seeks to inform South Korea's future security and
technological innovation strategies from an integrated, long-term
perspective, emphasizing the National Assembly's pivotal role in leading

unified security innovation efforts.
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